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1 Introduction

In this deliverable we present a list of connectivity methods, that are explored within i-CONN, which
have been shown to be common across sciences, through their applications in more than one
discipline, as demonstrated by the work of the Early Stage Researcher (ESR) projects. All methods
are presented in a uniform way. For each method, a problem that the method addresses is presented
first along with some related work. This is followed by an overview of one of the most important
connectivity methods that addresses the problem and information on the available implementations
is given. The interdisciplinarity of the method is then demonstrated through the presentation of
the results of the application of the method in at least two different disciplines, as obtained by the
ESRs’ ongoing projects. Finally, a discussion on the justification of the interdisciplinarity of the
method is provided.

The methods are categorised either by i-CONN research theme: 1. Network Graphs (Inferential
Network Analysis via Stochastic Actor Oriented Models (SAOM) and Exponential Random Graph
Models (ERGM)), 2. Structures and Properties (Similarity Graphs and Graph Clustering, Mea-
suring Connectivity Using Correlation, Coherence, Granger Causality and Mutual Information), 3.
Critical Nodes and Resources (Critical Nodes Detection) and 4. Resilience (Index of Connectivity
and Probability of Connectivity).

The structure of the report is as follows. Section 2 provides some basic common theoretical back-
ground used in the report. Sections 3-6 contains the overview of connectivity methods categorized
by research topic or approach. The document finishes with a conclusion in Section 7.

2 Background

In this section we include common and basic background material that is used in the next sections.
A Network or a graph can be used to model a system of a set of entities which may be related to

each other via pairwise relationships. The set of entities define the set V of vertices (nodes) of the
network. The entities could be any set; a set of atoms, molecules, humans, societies, machines, brain
centers, countries, planets, stars or galaxies. These entities may also consist of non-homogeneous
entities, i.e. entities of different kinds, e.g, jobs and machines, or humans and projects, etc. The
graph representation is employed when the objective is to study the result of the possible pairwise
relations between these entities. The set of pairs of vertices which are related to each other regarding
the assumed relationship, define the set E of edges of the graph. (u, v) 2 E if and only if u is related
to v. The pair (V,E) define a graph usually denoted as G(V,E). The relationships (edges between
nodes) could be of any kind. For example, they may declare dependency among the involved
entities, conflict, binding, allocation, assignment, (dis)-similarity, friendship, positive or negative
relationship. Additionally, an edge (u, v) 2 E can be associated with a particular label or numerical
value providing additional information for the relation between u and v. This extra information
may declare some cost function associated to the edge, for example a real distance, or some financial
cost or benefit paid or gained when going from u to v and is usually referred as the weight of the
edge. This information specifies the so called weight function that is associated with the edges of
the graph, usually denoted by w (E) ! R. A formal definition follows:

Definition 2.1 An undirected, unweighted graph (or simply) a graph is an ordered pair G (V,E)
which consists of a set of vertices or nodes V and a set of edges E, each of which is an unordered
two element subset of V (E ✓ V ⇥ V ).

A weighted graph is a graph G(V, E) for which each edge e = (u, v) 2 E is associated with a
real value weight w (e) specified by some function by w (E) ! R , which measures the relation of
the end points of the edge. The vertices that identify an edge, are called this edge’s endpoints. Each
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edge is considered to be adjacent to its endpoints. We indicate the number of vertices and edges
of a graph by n and m respectively. We call the number of vertices the order of the graph and the
number of edges the size of the graph. A directed graph (or digraph) is defined in the same way, with
the exception that this time the edges are ordered pairs instead of sets (i.e., (v, u) 6= (v, u)). We
say that edge (v, u) is an edge directed from v to u. Graphs that contain all possible edges between
vertices (n (n� 1) /2) for undirected graphs) are called complete graphs. The complete graph with
|V | = n is represented as kn.

A very common way of representing graphs, is through its adjacency matrix. Specifically, for
a graph with n vertices, we have an n ⇥ n matrix A, whose element Ai,j is 1 if there is an edge
connecting vertices i, j and 0 otherwise. The diagonal elements of the matrix are always 0, if there
are no self loops. If the graph is undirected, the matrix is symmetrical, meaning that Ai,j = Aj,i. In
the case of digraphs, Ai,j = 1 means that there is an edge that goes from i to j. If there is no edge
from j to i, then Aj,i = 0. If a graph is weighted, we also have a n⇥ n weight matrix W, where wi,j

denotes the weight of the edge between nodes i and j in W .
A graph G

0 = (V 0
, E

0) is a subgraph of graph G = (V,E) if V 0 ✓ V and E
0 ✓ E. If G0 contains all

edges that join vertices V 0 in G , we say that G0 is induced by G. A walk of a graph G(V,E), is defined
as a sequence of edges, (v1, v2) , (v2, v3) , . . . , (vi, vi+1) , (vi+1, vi+2) , . . . , (vk�1, vk) ,. A trail is a walk
with no repeated edges. A path is defined as an open trail, with no repeated vertices. A shortest
path between two vertices, v and u, is the path with the smallest number of edges connecting v and
u; for unweighted graphs, and the path with the smallest sum of edge weights connecting v and u,
for weighted graphs. The number of edges (or the sum of weights) of a shortest path between two
vertices v and u, is said to be the distance of the two vertices in G. A cycle is a closed trail where
no vertex apart from the first-last vertex is repeated.

A graph is connected if there is at least one path between any pair of vertices. Every maximal
(in terms of number of vertices) connected subgraph of a graph is called a connected component. A
graph without cycles is a forest. A connected forest is called a tree. By definition, in a tree we can
only have one path between any pair of vertices. A subgraph G

0 = (V 0
, E

0) of G = (V,E) , where
V’ = V and is a tree, is a spanning tree of G. We call the spanning tree of G with the maximal sum
of edges, the maximal spanning tree of G. We equivalently define the minimal spanning tree of G.
We call graph G=(V,E) bipartite, if we can partition V into two subsets S, V \S in such a way that
every e 2 E connects a vertex from subset S to a vertex from subset V \ S.

For a graph G(V,E), the degree of a node v 2 V is the number of edges incident to the node,i..e.
d(v) = |u | (v, u) 2 E|. For directed graphs, the corresponding notion distinguishes to out-degree:
dout(v) = |u | (v, u) 2 E|. or in-degree: din(v) = |u | (u, v) 2 E|. The notion of (in/out-)degree is
also called as (out/in-)degree centrality of a node.

The betweenness centrality of a vertex v, introduced by [79], g (v) is a measure given by the
expression: g (v) =

P
s,t 6=v

�st(v)
�st

, where �st is the total number of shortest paths from node s to
node t and �st (v) is the total number of these paths that contain v. It is apparent that this is a
vertex centrality measure that indicates the extent to which a vertex lies on paths between vertices.
The diameter of a connected graph is the maximum shortest distance between any two vertices.

3 Network Graphs: Inferential Network Analysis via Stochastic Ac-

tor Oriented Models (SAOM) and Exponential Random Graph

Models (ERGM)

3.1 Related Background

Inferential network analysis aims to provide theoretical evidence on which factors lead to structure
formation in networks [58]. As Cranmer et al. (2020) [58] explain, among the many methods that
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deal with Inferential Network Analysis, only a few can be employed for the ”formulation of generative
models of networks”[58, Cranmer et al.]. While conventional statistical inference generalizes from
sample to population, the introduced approaches use model-based inference generalizing from the
observed network to hypothesized mechanisms represented by a generative model [125]. In the follow-
ing, we would like to focus on two network modelling approaches that allow researchers to understand
observed (i.e. empirical) network data [125] by investigating social processes through which they
emerge, reproduce, and terminate; specifically, Stochastic Actor-Oriented Models (SAOM) and Ex-
ponential Random Graph Models (ERGM). Each model has a slightly different focus (tie-orientation
vs. actor-orientation [34]) and lends itself best for specific types of data (cross-sectional vs. longitu-
dinal [125]), which we will explain further in the following sections. The two modelling approaches
have a similar mathematical basis [34] and their estimation processes as well as employed algorithms
are relatively similar warranting a joint treatment in this report.

SAOM. SAOMs [196, 199], are a probabilistic modeling environment designed for teasing apart co-
evolutionary tendencies pertaining to network formation and changing nodal (or actor) attributes.
They try to evaluate which (combinations of) micro-mechanisms (effects) lead to the dynamics
that shape the emergent network topology. Dynamics here are defined as processes over time and
that represent interactions between actors, including linear interactions as well as feedback loops.
As an actor-oriented model, a SAOM treats changes to ties or attributes as occurring from the
viewpoint of the actor. Therefore, model results represent probabilistic tendencies organized around
the individual actor (and not necessarily reflective of a hard assumption that actors are consciously
intentional in their choices, see Ripley et al. [173, pg. 10]). It is assumed that the decisions of
actors are influenced by both the network structure and the actor attributes and behaviours of all
actors. Those influences or social tendencies are expressed as ”effects” and are either endogenous,
i.e. arising from the network structure, or exogenous, i.e. determined by the actors’ attributes or
characteristics themselves [196]. SAOMs are continuous time-based models that require longitudinal
data. However, the empirical data needs to be observed at least at two discrete points in time, which
then represents the ”waves” of data the model processes.

Estimation of the data occurs via a Markov Chain Monte Carlo (MCMC) algorithm which
simulates a continuous process between waves that takes the form of mini-timesteps. A randomly
chosen actor has the opportunity to change, maintain or drop an outgoing tie [130, 120]. In a
slight variation of this base model, the actors can change their behaviour or specific attributes
(substance use, as well as smoking and drinking behaviour, are popular applications)[102, 134]. The
decisions of actors are guided by the model specifications and target statistics, the latter of which
are estimated from the first wave of data. Actors influence the network structure and the decisions
of the other actors, which is therefore leading to feedback processes that are typical for emergent
network dynamics [173]. At the end of the estimation process, SAOMs provide a distribution of
simulated networks based on the finalized parameter estimates and this distribution is compared to
the observed data. If the distribution of simulated networks is within the bounds of replicating the
observed network, then proper model ”fit” is deemed to have been achieved.

ERGM ERGMs, or p*-models, are discrete time-based models that are used to stochastically
analyse cross-sectional networks (although they might as well use longitudinal data if necessary
([125]) by comparing an observed network to exponential random graphs via a Monte Carlo Markov
Chain (MCMC) [177, 34, 89]. They are tie-based models to estimate the social processes that lead
to a certain social network, i.e. how and why ties are formed within a social network as the outcome
of local and dynamic processes [125]. ERGMs work similarly to logistic regression as they try to
predict the probability of a tie being established between two actors (nodes). Importantly, unlike the
logistic regression, ERGMs explicitly model network interdependencies, violating the independence
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of observations assumption of standard regression models, and generally most methods in statistical
inference [58].

To illustrate the interdependent nature of network data, let us assume we add a tie to node A.
This change, however, not only impacts the degree of A but also adds a tie to another node (B) and
might potentially change the position of other nodes, such as node C. For instance, by creating a
closed triangle between A-B-C providing that A-C and B-C were already connected. This observed
formation of a closed triangle might result from different underlying mechanisms. The literature
distinguishes between endogenous (structural) and exogenous mechanisms [197], breaking down the
latter into individual (attribute-based) and dyadic mechanisms. The endogenous mechanisms reflect
the idea of network self-organization where tie-formation can be solely dependent on the existence
of another tie or a pattern of ties regardless of any external factors. Triadic closure, a tendency
to close open triangles, is an instance of the endogenous mechanism [152]. However, the additional
tie can also be formed as a result of exogenous mechanisms. The attribute-based mechanisms drive
tie-formation based on specific individual properties (attributes) of nodes. For example, node A
might represent a governmental organization which is required to interact with most of the other
actors in the network. Likewise, there might also be a dyadic-level explanation such as ideological
homophily, where the tie between A and B is established because the two actors share an ideological
position.

ERGMs assume that network structure emerges from a multiplicity of such local interactions
[125]. ERGMs enable to simultaneously investigate different tie-formation (network-formation) pro-
cesses, thereby disentangling whether and to what extent they contribute to the emergence of the
observed network. More precisely, ERGMs measure which configurations (i.e. particular subgraphs
such as closed triangles) representing social processes (such as triadic closure) occur in a network and
how often. The particular configurations are included as model terms expressing the assumptions
of the researcher about which of them are relevant for the emergence of the network structure [125].
Based on such model specification, ERGMs aim to generate a distribution of networks which have on
average the same count of the modelled configurations as the observed network. This distribution is
used to estimate the model parameters capturing the relative contributions of the modelled configu-
rations to the network formation. While the positive parameter values assign higher probabilities to
networks with a higher count of the particular configuration, the negative parameter values assign
lower probabilities to networks with a lower count of the particular configuration [71].

The observed network to be analysed with an ERGM approach can be directed or undirected,
weighted (note: weighted ties are usually only used to predict the unweighted network [125]) or
unweighted as well as bipartite. Most ERGMs use a fixed node set at one point in time although it
is also possible to investigate longitudinal data with some recent extensions [125, 34]. It is assumed
that the formation of some ties is more probable than the formation of others, depending on the
underlying hypothesis of the researcher. This means that we imply that our knowledge of the network
is uncertain and incomplete and therefore we include the ties as random variables [177].

3.2 Problem Specification and Quality Functions/Measures

The problem we address with a SAOM regards tracing, over time, the link between micro-tendencies
of individual actors (nodes) and how these accumulate to network topologies, such as a small-world,
core-periphery, or clustered network topology. The ERGM is used to help understand the underlying
social processes of tie formation in a (usually) static network.

Both models approach this problem via a simulation process involving a Markov Chain Monte
Carlo (MCMC) algorithm [44] to generate a distribution of random networks based on the specifica-
tions of the respective model. The resulting distribution is then compared to the observed network
and it is estimated which parameter values are more or less likely to produce the observed network.

The Goodness of Fit (GOF) procedure is carried out on the converged model, i.e. the model that
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is most likely to explain the co-evolution or tie formation processes respectively, to evaluate how
well it captures modeled network configurations as well as not explicitly modeled global network
properties.

3.3 Related Work

In the statistical analysis of network data, there are some approaches that do not sufficiently model
dependence [58], such as, for example, dyadic regression models. These models account only for the
covariate values and neglect "the complex dependencies among the dyadic observations [58, p.11].
Other methods, such as the Quadratic Assignment Procedure (QAP) or the Conditional Uniform
Graph tests (CUG) account to some degree for network dependence but do not provide the researcher
with much flexibility for exploring micro-generative processes in the networks.

To our knowledge, apart from the ERGM and SAOM model families, there are no other modelling
approaches that can similarly account for the complex generative dynamic and interdependencies of
networks, while letting researchers flexibly incorporate a great variety of hypothesized effects and
factors derived from theory.

3.4 Outline of the Method/Algorithm

SAOM. RSiena [173] is an R-package that implements SAOMs for longitudinal network analysis.
It is able to employ a variety of algorithms for parameter estimation. However, the main and
default algorithm used is a stochastic approximation algorithm developed by Snijders [195], which
is a derivative of the Robbins-Monro algorithm [174, 195, 188].

This implementation of the MCMC procedure uses the Method of Moments (MoM) [195], a
non-Bayesian type of MCMC algorithm. According to Snijders and Pickup [201], the MoM consists
of “selecting a vector of statistics for each parameter coordinate to be estimated and determining the
parameter estimate as the parameter value for which the expected value of this vector of statistics
equals the observed value at each observation” (p.11). As the expected values can only be approxi-
mated, this is done via Monte Carlo simulations [201]. These values are then used in the stochastic
approximation procedure.

RSiena applies an iterative stochastic simulation algorithm for parameter estimation in three
phases. The first phase is to calculate all specified network effects (for example, reciprocity, transitive
ties and popularity) based on the observed, first wave of data, and determine the approximate
parameter values to inform the estimation process in the next step. The second phase involves a
computer simulation in micro-steps that attempts to recreate the observed network (based on the
initial parameters of the selected network effects), computing the statistics and deviations between
the simulated network and the target network [173].

After all actors in the network have been given a chance to make the necessary number of micro-
steps (a number that is computed from the original data set), then the final set of parameters derived
from this second phase in the algorithm becomes the input for the third phase of the algorithm.
Here, based on the final, estimated parameters, another round of networks is generated and based
on this final round of simulated networks, the maximum convergence ratio and the t-statistics for
derivations and targets, as well as the standard errors for the parameters, are computed. It is this
third phase of the estimation process where scholars interested in simulation can harness a SAOM
model and create their own simulation experiments.

ERGM. A user-friendly implementation for ERGMs is available in the R-package ”ergm” [87],
which is part of the "statnet" collection of R-packages [98]. It provides tools for all the processes
involved in building and running an ERGM. These processes are mainly (i) the simulation of the
random networks, (ii) approximate maximum likelihood estimation of the parameter values and (iii)
goodness of fit [98, 113].
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Similar to SAOMs, the random networks in ERGMs are generated by an MCMC algorithm,
in this case either the so-called ”Gibbs-sampling” or the Metropolis algorithm. With the Gibbs-
sampling, a tie is set to one (existing) or zero (non-existing) according to the probabilities derived
from the observed network. On the other hand, the Metropolis algorithm makes a random choice of
whether to remain in the current state (one or zero) or change to another state [87].

While there are various kinds of ERGMs (e.g. Bernoulli and Erdös-Rényi models, dyadic de-
pendence models or curved ERGMs), the algorithm the ergm package uses to produce maximum
likelihood estimates is the same for all these variants: the pseudolikelihood is used to compare the fit
of a large number of models thereby overcoming issues with using maximum likelihood estimations
[200, 125].

The goodness of fit function of the ”ergm” R-package then compares modeled configurations
included as model terms and specific global characteristics of the observed network, such as distri-
bution of degree and geodesic distances, with the same characteristics in the simulated distribution of
networks. If the observed network does not statistically significantly differ both in terms of modeled
configurations and global network properties from the simulated distribution, the model adequately
captures the underlying generative processes [87, 98, 125]. Simply put, the goodness of fit function
evaluates how well the configurations the researcher chose as input into the model were able to
reproduce the observed data, thereby confirming or negating the hypothesis encapsulated in those
configurations.

3.5 Code Availability of the Method/Algorithm

SAOM. In social network analysis, most of the networks are either one-mode, i.e. one set of
nodes that are similar to each other [223], or two-mode (bipartite) networks. The latter consist of
two different sets of nodes and ties only occur between those two sets, not within them [39]. A
variety of methods for the analysis of the evolution of one-mode networks (directed or undirected),
the evolution of two-mode networks, as well as the evolution of individual node behaviour, and the
co-evolution of one-mode networks, two-mode networks and individual behaviours are integrated in
RSiena - an R package for Simulation Investigation for Empirical Network Analysis (SIENA). It
is a statistical tool for the analysis of longitudinal network data, modelling network changes from
the perspective of the actors and analyzing structural effects (depending on the network topology;
endogenous), covariate effects (exogenous variables) and their combinations [173].

Sources for code and algorithms are as follows:

• The source code of the whole R-package is available from GitHub1.

• For an overview of the different algorithms available for RSiena and a code example of an
algorithm specification refer to rdrr.io2.

• The exact algorithms used in RSiena as described above (3.4) are documented on the website
of the University of Oxford3.

ERGM. With the tools provided in the ”ergm” R-package, beginners, as well as experienced
modellers can build their models according to their respective abilities. The package is maintained
by a group of experts and recent versions include extensions for temporal ERGMs or Bayesian
ERGMs.

Sources for code and algorithms are as follows:
1
https://github.com/snlab-nl/rsiena/

2
https://rdrr.io/cran/RSiena/man/siena07.html

3
https://www.stats.ox.ac.uk/~snijders/siena/Siena_algorithms.pdf
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Wave 1 2 3 4
Year 2012 2013 2014 2015
Local governments (node set 1) 340 340 340 340
Private companies (node set 2) 2108 2108 2108 2108
Contracts (ties) 4304 4563 3829 3672
Network density 0.0062 0.066 0.056 0.052

Table 1: Bipartite procurement networks in Guatemala: 2012-2015

• The source code of the whole R-package is available from GitHub4.

• For an overview of the different algorithms available for ERGMs and a code example please
refer to the cran website5 or to Harris (2014) [89].

• A comprehensive tutorial for the use of the ”ergm” R-package is available on the statnet
website6.

3.6 A First Application of the Method: Studying public procurement dynamics

in Guatemala with SAOM

Governments need to purchase goods (products or supplies), services and works (or constructions)
to carry out their purposes and functions, spending approximately 13 trillion dollars (USD) per
year in public procurement worldwide. In other words, public procurement is a complex network of
contracts between contracting authorities (i.e., state, regional or local authorities, bodies governed
by public law) and economic operators (e.g., firms, branches, subsidiaries, partnerships, cooperative
societies, limited companies, universities or natural persons).

The United Nations Convention against Corruption (UNCAC) [12] requires the establishment of
a sound procurement system, which guarantees transparency and objective decision-making. How-
ever, all procurement transactions are particularly vulnerable to corruption [153, 27]. Commonly,
corruption is defined as the abuse of public power for private gain [70] and specifically in public
procurement, corruption can mean a breakdown in the best-value process throughout the entire
cycle, violating prior explicit rules and principles of open and fair public procurement in order to
produce illegal private returns [211, 77, 150]. This breakdown usually is not the consequence of a
single person’s corrupted actions, but it is the outcome of mutually interdependent relationships
between contracting authorities and economic operators in the whole procurement cycle.

This study is about the public construction sector in Guatemala. The dataset includes 16368
public contracts between 340 local governments and 2108 private companies from 2012 to 2015. Each
year (wave) represents a bipartite graph with the same node sets but with changing contracting
patterns (see Table 1).

Therefore, a network perspective – and specifically a continuous time-based model – is ap-
propriate to study procurement and corruption dynamics. We hence decided to make use of the
advantageous features of the SAOM to handle longitudinal interdependent network data.

[77] argue that corrupt markets are expected to be imbalanced, and therefore, it is more likely
to observe more balanced relations (closure phenomenon: i.e., closed 4-cycles) in markets without
favoritism. This will be tested by the tendency to form closed 4-cycles in the procurement networks.
The micro-mechanism (effect) in RSiena [173] is the number of 4-cycles (cycle4) (see Figure 1).

4
https://github.com/statnet/ergm

5
https://cran.r-project.org/web/packages/ergm/ergm.pdf

6
https://statnet.org/Workshops/ergm_tutorial.html
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Effect parameter estimate (std. error)
Rate 1 9.485 (0.301)
Rate 2 7.550 (0.237)
Rate 3 6.492 (0.215)
H1.: cycle4 0.297*** (0.096)
H2.: sameXCycle4 (region) -0.196*** (0.044)
H3.: sameXCycle4 (political party) 0.018 (0.029)
H3.: sameXCycle4 (re-election) -0.070** (0.024)
H4.: sameXCycle4 (budget) -0.012 (0.032)

*p0.05; **p0.01; ***p0.001;
all convergence t ratios 0.05. Overall maximum convergence ratio 0.12.

Table 2: SAOM results - bipartite procurement network

In addition, a detailed analysis of 4-cycles from different exogenous covariates (region, political
party, re-election, and budget) will be undertaken. The micro-mechanism (effect) in RSiena [173] is
the number of 4-cycles from the same covariate (sameXCycle4) (see Figure 1).

Figure 1: Micro-mechanisms in RSiena: ”cycle4” and ”sameXCycle4”

H1. Considering Guatemala’s low score in the Corruption Perception Index (28/100 in 2016),
it could be expected that the procurement networks are rather imbalanced and the general closure
phenomenon tends to be negative.

H2. The country is divided into 22 regions in which the 340 municipalities are located. It is
expected that nodes from the same region tend to be more connected in a locally well-working
procurement market. In this case, local governments from the same region will tend to contract the
same companies and form closed 4-cycles.

H3. The local governments belong to 52 different political parties or local political organisations;
and 50% of all the local authorities are in office for more than one government term. In other words,
many mayors tend to be re-elected, but not necessarily with the same party. When municipalities
of the same party frequently award contracts to the same companies, the result is the closure
phenomenon. The same applies in the case of re-elected local governments. These types of political
similarity could be linked to (irregular) political influence.

H4. Local governments with a higher annual budget are more likely to award more contracts,
and therefore, also to be in mutual 4-cycles. For this analysis, the municipalities were divided into
5 budget categories and we are controlling for closure among local governments in the same budget
category.
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3.6.1 Results

Result H1. In general, the results show that the procurement networks have a positive tendency to
4-cycles (see Table 2: H1. cycle4). That means – according to Fazekas et al. (2017) [77] – that it is
rather a market without favoritism.

Result H2. The geographical similarity is negative and statistically significant (see Table 2:
H2. sameXCycle4 region). In contrast to our expectations, there was no observed tendency of
local governments from the same region to participate in 4-cycles, creating imbalanced contracting
networks. This gives reason to believe that there are other drivers that are stronger than geographical
similarity.

Result H3. The result for local governments belonging to the same party is not statistically
significant (see Table 2: H3. sameXCycle4 political party). But a negative trend to form 4-cycles
can be observed in the case of reelected local governments (see Table 2: H3. sameXCycle4 re-
election). Thus, re-election creates an imbalanced procurement market and can be interpreted as a
proxy for (undue) political influence.

Result H4. The economic similarity (budget) is not statistically significant (see Table 2: H4.
sameXCycle4 budget).

3.7 A Second Application of the Method: Identifying key mechanisms in the

evolution of Collaboration Networks over time with SAOM

Collaboration Networks are a type of network that has been studied widely. In scientific collabo-
ration, due to an abundance of co-authorship and co-citation data [69, 142] it has been possible to
study the structure of scientific collaboration networks in and between different disciplinary fields.

However, when it comes to hypotheses about the mechanisms at work at the micro-level, which
shape a collaboration network over time, it is preferable to make use of more fine-grained and
attribute-rich data, such as individual-level factors, as the system under study is a human social
system [175]. If available, this should also include multiplex relations (i.e. different types of relations
between the nodes to be analysed, such as mentorship or friendship).

Here, we would like to show the application of a SAOM on a longitudinal multi-relational dataset
in transdisciplinary research collaboration. In figure 2 the evolution of the collaboration network
is shown via the illustration of the network at different points of network survey data collection
(waves).

The overarching research question concerns which mechanisms, on the micro-level, shape the
collaboration network over time. A specific question to be looked at in detail is how knowledge
about or the perceptions of actors’ Expertise and Skills7 in a network can help us predict the way
in which collaborative ties are created and/or maintained [175]. In a first approach to use this data
on expertise perception, the node attribute nomExp representing the total number of nominations
for Expertise per node has been calculated.

With the SAOM, we thus try to identify the most important mechanisms on the micro-level that
lead to the topology of the collaboration network. As in much of the Inferential Network Modelling
literature [176], we distinguish between endogenous and exogenous mechanisms driving network
change:

Endogenous mechanisms, or structural effects, are caused by network dependence on the tie
level, whereas exogenous mechanisms, or covariate-related effects, express the dependence on the
node level. In the model results (see figure 4), we show a model that exclusively features endogenous
network effects (base model) as well as a model that further includes exogenous node-level effects
(full model).

7
survey participants had to indicate skilled network members/experts in specific network-relevant methods and

concepts (e.g. Graph theory, Agent-based models, Ecological Network Analysis, Information theory etc.)
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Figure 2: Collaboration Network under study

• Triadic Closure - Is a tendency to form cohesive groups observable?
The transitive triplet effect is one way of representing network closure in SAOM [196]. In the
collaboration network context, this measures the tendency from focal actor i ’s point of view
that a collaborator (k) of a collaborator (j ) over time will also become i ’s collaborator. This
means that indirect connections will become direct connections over time [33] as is illustrated
in figure 3.

Figure 3: Transitive Triplets effect representing network closure

• Popularity - How does node degree (in- and outdegree) influence the network dynamics?
Do we observe preferential attachment [34] in the sense that those nodes that already have
many collaborators attract disproportionately more new collaborators?

Exogenous mechanisms (covariate-related effects)

• Homophily - What tendencies can we confirm in terms of sender/receiver effects8 as well as
homophily; i.e. the mechanism causing a higher probability for a tie between two actors that
have similar or equal values on a specific attribute or variable [197]?

• Expertise Nominations - Is the perception of expertise driving the network collaborator selec-
tion? A positive and significant nomExp alter effect, for example, would indicate that alters
with higher values on the nomExp attribute are more attractive to actors and thus tend to
attract more ties.

3.7.1 Results

In figure 4, we see the model results for a ’base model’ (only endogenous network effects) and a ’full
model’ (base model plus exogenous effects). We highlight a selection of four (4) essential takeaways
resulting from the SAOM.

8
sender and receiver effects can be easily recognised in SAOM models as they are a combination of ’ego’ or ’alter’

and the name of the node covariate (e.g. discipline ego)
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Figure 4: SAOM results of one-mode collaboration model.

1. The transitive triplets effect is pointing towards a tendency to form cohesive groups (via triadic
closure).

2. The negative outdegree popularity indicates a tendency of actors to form ties with others that
do not send many ties as negative outdegree popularity indicates that it might not be attractive
to be sending too many ties.

3. Homophily is observed as an important mechanism for all individual actor attributes except
for gender (see effects "same type", "same institution", "same discipline" in figure 4)

4. Significant tendencies of actors to form or maintain ties with other actors (alters), who com-
pared to others have more Expertise nominations (effect nomExp alter).

3.8 A Third Application of the Method: Studying a multi-layered elite network

with ERGM

In Guatemala, there is a long-lasting elite, which goes back to the Spanish colonial era. Much of
the power and cohesion of this elite is based on kinship and business relations. In the 21st century,
this power elite still exists, and its kinship and business networks have been ”modernised” [50]. This
modernisation is visible in the business relations of the elite-family network in offshore companies
registered in Panama.
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Panama became world famous in April 2016, when a massive data leak from the law firm Mossack-
Fonseca about thousands of shell companies in the tax haven was published by the International Con-
sortium of Investigative Journalists (ICIJ) [151]. We searched 155 surnames of the Guatemalan elite
in an open-access database of Panamanian corporations, and constructed an interlocking-directorates
network [140, 213], connecting 2288 persons (1580 men and 710 women) and 1537 company boards.
Then we searched for these 2288 persons in an Guatemalan open-access database and found links
to 5178 national-based companies, 236 non-profit, 128 trade union organizations, 55 political par-
ties and 431 public agencies in Guatemala. These are all bipartite networks in which a tie exists
between person i and entity j, when i is a member of the board of entity j [111, 8]. The whole
database includes 6902 persons and 7565 entities. Additionally, we have constructed a one-mode
kinship network among all the persons, developing an analytical algorithm that establishes kinship
relations based on surnames and sex.

Our research question is about the underlying factors of the structure formation in the Pana-
manian offshore-business network, testing a) whether the one-mode kinship ties are associated with
similar ties in the two-mode business network; b) if ”traditional elite-surnames” (as a node attribute)
are better connected in the business network, and c) if co-memberships in Guatemalan compa-
nies, non-profit organizations, trade union organizations, political parties and/or public agencies are
drivers for business ties in the offshore-layer.

ERGM allows unbiased estimation of parameters for endogenous model terms [137]. There is
a detailed description of all the model terms (or effects) available, and we use the following in our
model:

• Number of edges in the network (edges): This term models the number of edges in the Pana-
manian offshore-business network.

• Degree for the first mode in a bipartite network (b1degree(0)): This term models the number
of nodes of degree zero (0) in the first mode of a bipartite network. In other words, this term
models disconnected nodes of the first mode (persons) in the offshore-business network.

• Geometrically weighted degree distribution for the first mode in a bipartite network (gwb1degree):
This term models the weighted degree distribution for nodes in the first mode of a bipartite
network [87, 98].

• Geometrically weighted non-edgewise shared partner distribution for the first mode of a bipartite
network (gwb1nsp): This term is similar to the previous term except it adds a statistic equal to
the geometrically weighted nonedgewise (that is, over dyads that do not have an edge) shared
partner distribution for the first mode in a bipartite network [98].

ERGM also estimates parameters for exogenous and endogenous model terms (or effects) that
contribute to the topology of the network and hereby to test the hypotheses on tie-formation. In
our case, these model terms are conceptualised as bipartite homophily terms, which – according to
Metz et al. (2019) [137] – test whether shared attributes (e.g., a traditional elite-surname), kinship
ties (i.e., a tie in the one-mode network) or co-memberships (e.g., a mutual membership in political
parties or other entities) contribute to the probability that two persons are connected to the same
offshore company in Panama. These bipartite homophily terms are included in the model as edge
covariates (edgecov), which estimate the sum of the covariate values for each edge appearing in the
Panamanian offshore-business network [87, 98]:

• Edge covariate for kinship ties (edgecov kinship homophily): This is a bipartite homophily term
which measures the tendency of persons to join a shell-company board that other persons, with
whom they have kinship relations, also join.
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• Edge covariate for shared elite-surnames (edgecov elite homophily): This term measures if
persons with ”traditional surnames” (as a node attribute) have more likely shared business ties
in Panama.

• Edge covariates for comemberships: These terms measure whether persons who share co-
membership relations tend to have corresponding business ties in the offshore-layer.

– Edge covariate for comembership in Guatemalan-based business entities (edgecov comem-
bership business)

– Edge covariate for comembership in non-profit organizations (edgecov comembership non-
profit)

– Edge covariate for comembership in trade union organizations (edgecov comembership
trade unions)

– Edge covariate for comembership in political parties (edgecov comembership political par-
ties)

– Edge covariate for comembership in public agencies (edgecov comembership public agen-
cies)

3.8.1 Results

The results obtained, shown in Table 3, are as follows:

(a) Kinship-business interconnectedness: the kinship-homophily term (see Table 3) is positive and
statistically significant, illustrating that persons tend to join the same boards as their family
members.

(b) Elite homophily: the homophily term (see Table 3) is also positive and statistically significant,
indicating that traditional families are still at the core of the Guatemalan elite network in the
21st century and that the corporate structure of the offshore companies is family-based.

(c) Mutually corresponding connectivity: the comembership terms (see Table 3) are positive and
significant for Guatemalan-based companies, non-profit organizations, union organizations and
public agencies. The connectivity with political parties is too weak and does not produce a
valid result.

3.9 Justification of the Interdisciplinarity of the Method and Discussion

SAOMs and ERGMs are used across a wide variety of empirical contexts at different scales, where
the models are fitted to observed data to support or falsify hypotheses about the core mechanisms
at work. Another application, specifically of SAOM, is in the area of simulation experiments, which
tend to be rather similar to Agent-Based Models (ABM) [167, 198, 30]. Statistical models for social
networks, and SAOMs/ERGMs in particular, are applied to a broad range of other disciplinary
contexts like sociology [102, 134], criminology [175], archaeology [139, 157, 46, 4], economics [164],
ecology [76, 23, 144, 108] as well as political science and natural resource governance [146, 93].

4 Structures and Properties

In this section, we discuss two connectivity methods related to the structure and properties of a
network. The first one concerns the identification of communities structures in a network,. i.e.,
highy connected parts of the network. The second connectivity method concerns four ways to
measure the (functional and structural) network connectivity.
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Model terms parameter estimate (std. error)
edges 5.52*** (0.03)
b1degree0 -316509.12*** (362.63)
gwb1degree -316510.55*** (362.63)
gwb1nsp -3.87*** (0.02)
edgecov kinship homophily 4.65*** (0.10)
edgecov elite homophily 0.7*** (0.01)
edgecov comembership business 0.82*** (0.01)
edgecov comembership non-profit 1.43*** (0.35)
edgecov comembership trade unions 1.45*** (0.24)
edgecov comembership political parties - (-)
edgecov comembership public agencies 2.70*** (0.43)

*p0.05; **p0.01; ***p0.001;

Table 3: ERGM results - multi-level elite network

4.1 Similarity Graphs and Graph Clustering

In this section, we discuss another connectivity method; the method of graph clustering on similarity
graphs. We demonstrate the interdisciplinary of the method by showing its successful application
in both astrophysics and neuroscience disciplines. The method can be easily adjusted to apply well
in several disciplines.

4.1.1 Related Background

Similarity graphs constitute a family of graphs that describe the similarity of their entities (vertices),
according to some measure of similarity. In order to construct a similarity graph, one should compute
all pairwise comparisons between vertices using a similarity function. The similarity function can
be chosen to be a distance (e.g., Euclidean distance, �2-distance, Wasserstein distance [105], etc.),
a similarity measure (e.g., Gaussian kernel [128], mutual information [190], etc.) or anything from
the specific domain that quantifies the similarity of the vertices. By doing this, an n⇥ n similarity
matrix is constructed.

We note that the similarity matrix, generally a non-zero complete matrix, if seen as a graph,
would result in a complete graph, making both its processing and visualization hard. For this reason,
it is recommended that the last step in the construction of a similarity graph should involve filtering
its edges in order to remove edges of little significance (of small similarity) and get a sparse similarity
graph.

4.1.2 Problem Specification and Quality Functions/Measures

Graph clustering or community detection is a well studied problem in Network Science (e.g., [126]).
The graph clustering problem concerns the task of partitioning the vertex set of a graph into groups,
called clusters or communities, such that the vertices within each cluster are highly connected while
vertices in different clusters are sparsely connected.

There is no universal definition for graph clustering, making it difficult to measure its quality.
However, several quality axioms for a good clustering are known and have been proven to be suc-
cessful for various kinds of networks [78]. In practise, the quality of a partition/clustering is often
measured by quality functions. Introduced in [148], modularity Q is probably the most popular qual-
ity function. It compares the distribution of edges within the clusters with the distribution of edges
on a randomized variation of the graph, i.e. the null model. Modularity ranges in Q 2 [�1/2, 1]
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and should be as high as possible for a clustering to be characterized as good. Another important
clustering quality measure is conductance � or Cheeger constant [141]. Conductance measures how
well-knit a graph is or whether it has a bottleneck-like structure, making it easy to be ‘cut’ into
clusters. It ranges in � 2 [0, 1] and unlike modularity it should be as low as possible.

4.1.3 Related Work

An abundance of clustering algorithms have been implemented through the years. They can be
grouped into categories based on their functioning philosophy. Hierarchical algorithms (e.g., [166],
[207]) group vertices into clusters and aggregate the resulting clusters into new vertices. This proce-
dure is done iteratively until all nodes belong in a single cluster. Another category, greedy algorithms
(e.g., [35], [207]), tries to greedily maximize a quality function, most often modularity. Also, spectral
methods exist (e.g., [193], [149]), that use the eigenvalues and eigenvectors of various graph matrices
(most often than not, the Laplacian matrix) to cluster a graph.

4.1.4 Outline of the Method/Algorithm

Next, we outline the methodology for the problem of graph clustering. The method consists of two
steps: first, constructing a similarity graph and then using a clustering algorithm to identify its
clusters.

4.1.4.1 A Graph Clustering Connectivity Method

1. First, choose a suitable similarity function and apply it pairwise to entities’ attributes to
construct the n⇥ n similarity matrix (see subsection 4.1.1).

2. Apply a sparsification step on the resulted similarity matrix (see subsection 4.1.1) to get a
relatively sparse graph to be used for the analysis.

3. Apply a graph clustering algorithm on the constructed sparsified graph (see [78] for a survey).
Assess the quality of the clustering using a quality measure (e.g. modularity or conductance)
and adjust the algorithm’s parameters until high quality clusters are detected.

As mentioned in subsection 4.1.3, there are various graph clustering algorithms available. Here,
we present one of the most popular ones, the spectral clustering algorithm of [193]. This algorithm
is used in the applications that follow (subsections 4.1.5 and 4.1.6).

Spectral graph clustering methods [126] utilize spectral graph theory and in particular, they use
the eigenvalues and eigenvectors of a Laplacian matrix of the similarity graph for the detection of
the clusters. An important property (and limitation) of such algorithms is that they require the
number of clusters to be known a priori. However, heuristic methods are commonly used to address
this issue; such as the eigengap heuristic [126] and the gap statistic [204]. The eigengap heuristic
can be justified through perturbation theory [126].

Different variants of Laplacian matrices are used on different algorithms, but for any Laplacian
matrix it is known that:

0 = �1  �2  �3  · · ·  �n (1)

The eigengap heuristic suggests that r clusters exist if the first r eigenvalues are very small and
�r+1 is relatively large.

Shi & Malik algorithm: The algorithm was originally implemented for image segmentation,
mapping the problem to a graph partitioning problem. After using the eigengap statistic to find the
number of clusters r, the algorithm steps are:
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1. Compute the Laplacian L = D �W of the sparsified similarity graph W .

2. Compute the first r generalized eigenvectors u1, . . . , uk of the generalized eigenproblem Lu =
�Du, where r is found using the eigengap heuristic.

3. Apply k-means ([129]) to cluster the points yi into r clusters, where yi 2 Rr, or i = 1, . . . , r
be the vector corresponding to the i-th row of U and U 2 Rn⇥r containing the eigenvectors ui
as columns.

4.1.5 An Application of the Method in Astrophysics

Here, we describe an application of a problem in Astrophysics and in particular the study of Ultra-
Luminous Infrared Galaxies, currently in press A.Ioannides et al. (2022)9. Our dataset consists
of 119 galaxies, collected by the Infrared Spectrograph(IRS) onboard Nasa’s Spitzer Space Tele-
scope. We have at our disposal, various quantities that characterize the galaxies (e.g., polycyclic
aromatic hydrocarbon (PAH) emission, silicate absorption and more) as well as their spectral energy
distribution (SED), the emitted energy at different wavelengths.

We would like to detect clusters of galaxies with similar SEDs. Thus, we utilize galaxies’ SEDs
on a similarity function to construct the similarity graph (step (1) of the method described in section
4.1.4). For the similarity function, we have chosen to use the Gaussian Kernel [128]. By cutting-off
edges with low weight (sparsfication step (2) of the method), we construct a sparse similarity graph
shown in Figure 5(a). Finally, on the resulting graph, we applied a graph clustering algorithm as
described in step (3) in section 4.1.4) and in particular Shi and Malik’s algorithm [193] to detect the
clusters of galaxies of similar SEDs.

The left part of Figure 5(a) shows the detected clusters of galaxies of similar SEDs in different
colors. After obtaining the partition, we can get a representative SED for each cluster by averaging
all SEDs within the same cluster, shown in the right part of the Figure 5(b).

Figure 5: On the left, the five clusters identified from the Shi & Malik algorithm (modularity =
0.70, conductance = 0.11). In terms of layout, we use a force directed algorithm [103]. On the right,
the representative SED for each of the clusters.

9
"A unified Framework for analyzing complex systems: Juxtaposing the (Kernel) PCA method and Graph Theory",

Frontiers in Applied Mathematics and Statistics, accepted in 31 August 2022
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Figure 6: The obtained clusters of single trial signals. Part (A) shows with different colors five
clusters for the EEG signals detected using the [193] algorithm and obtaining modularity = 0.36
and conductance = 0.44. Part (B) of the figure shows three clusters for the MEG signals , detected
using the [193] algorithm and obtaining modularity = 0.45 and conductance = 0.27.

4.1.6 An Application of the Method in Neuroscience

Clustering techniques are used in the field of neuroscience to group or gather brain responses with
similar signal characteristics in time and/or frequency domain. For example, in experiments with
EEG/MEG recordings in response to somatosensory stimulation, the stimulus is presented to the
subject many times with a predefined interstimulus interval. Each repetition of the stimulus is called
a single trial (ST). Even though ST responses to somatosensory stimulation are quite strong and
time-locked to the stimulus ([233]), there are still some variations in the response signals from trial
to trial, for reasons that are not yet understood. Here we use the steps shown in 4.1.4 to cluster 239
EEG/MEG ST signals in response to somatosensory stimulation10. The clustering method utilized
is the spectral algorithm of Shi & Malik [193].

Figure 6 shows the results of the graph clustering of single trial signals for the case of the
EEG (left plot) and MEG data (right plot). In order to explore the differences between the signals
belonging in each cluster, we compute and plot the average time-course across the signals (nodes) of
the same cluster. The results are shown in Figure 7. Given that the clustering quality measures (e.g
modularity, conductance) are in the acceptance range, we can then proceed to the interpretation of
the results in neuroscience.

4.1.7 Justification of the Interdisciplinary of the Method and Discussion

It is clear that the methodology presented here only uses graph theoretic notions, making it usable
on any discipline, as long as the similarity of the data-points and clustering are considered important
for the specific application. For a survey on applications of community detection in various sciences
see [106], [13] for biology and social sciences and [81] for neuroscience.

10
The EEG/MEG data were made available to us by the corresponding author of the study ([7])
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Figure 7: The mean of the signals belonging in each of the clusters of the two different datasets.
Part A and Part B of the figure show the mean of the trials in the clusters of the EEG signals and
MEG signals, respectively. On the right bottom of each plot, a zoom version is displayed of the
cluster averages in the time window 10 to 40 ms post-stimulus.

4.2 Measuring Connectivity Using Correlation, Coherence, Granger Causality

and Mutual Information

In this section we discuss four more methods for measuring connectivity: Correlation, Coherence,
Wiener-Granger Causality and Mutual Information methods. We outline common approaches that
are used to quantify connectivity in disparate complex systems such as the human brain, cities, social
organizations and ecosystems. The methods described here can be applied to systems in various
disciplines for the estimation of the connectivity between distinct entities.

4.2.1 Related Background

Complex systems can be conceptualized based on the characteristics of their components, processes
and dynamic interactions, which include inputs, outputs and external limitations [36]. These sys-
tems are made up of interconnected components at different scales [230]. As a result, understanding
the emergence of complex systems necessitates the quantification of the connectivity between various
elements at multiple scales [11].

Connectivity is defined as the level of connectedness within a system [210], which can be further
subdivided into structural and functional connectivity. There are different ways of measuring struc-
tural and functional connectivity, with structural connectivity dependent on the physical linkages
in a complex system whereas functional connectivity describes the connectivity flows of informa-
tion/resources within the structural template [210] [36].

4.2.2 Problem Specification and Quality Functions/Measures

The problem of estimating the structural or functional connectivity within a system can be gener-
alized and described as follows. Any system is made up by a number of N interrelated elements
Xn, with n 2 N . In Graph Theory terms, these entities are the nodes of the graph representing the
entities (discrete objects) of the system in a domain. Each one of these entities Xn has assigned to
it a number of T values or observations describing a characteristic of that entity, as shown:
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X1 = (X1t : t 2 T )

X2 = (X2t : t 2 T )

...
Xn = (Xnt : t 2 T, n 2 N)

...
XN = (XNt : t 2 T )

Where N the total number of elements in the system, t the common variable on which the data
are structured on and T an index set. It is common for t to represent different points in time,
depending on the time scale we are interested or can be across frequency, setting the data in the
time-domain or frequency-domain. To quantify the connectivity between a pair of entities, one must
use a method to quantify the amount of correlation or relatedness between the two variables, Xn1

and Xn2.
There are different measures for quantifying the connectivity between two signals or in general

two variables (see 4.2.3. There is not a specific way to measure the quality of the connectivity
estimation using a particular method. However, the different methods of quantifying connectivity
might differ in the type of data that can be used as input to the method (e.g. discrete and/or
continues data). Furthermore, each connectivity method makes its own assumptions about the type
of relatedness between the two variables (e.g. monotonic, linear, non-linear relation). Therefore,
the method used to measure connectivity in a complex system is often determined by the type of
data available and by what kind of relationship we expect or want to measure. As an example, in a
complex system like a brain network,it is expected to find both linear and non-linear relationships
between the activation curves of spatially distinct brain regions, thus an appropriate connectivity
measure should be used.

4.2.3 Related Work

Connectivity measures can be categorized into non-directed and directed connectivity measures.
Non-directed connectivity measures capture some kind of interdependence between signals but they
do not measure any causal relationship or in other words the direction of information flow. In
contrast, directed connectivity measures not only quantify the interdependence between signals but
they also measure a statistical causation from the data showing the direction of the information
flow [26]. They can be further subdivided to model-based and model-free measures. Some examples
of non-directed and model-based connectivity metrics are the linear correlations [127] and the co-
herence [16, 80, 115], in time and frequency domains, respectively. A non-directed and model-free
metric is the mutual information which is based on information theory [42, 104]. Finally, popu-
lar directed and model-based metrics are cross-correlation, Granger-causality and transfer entropy
which is a model free metric [187, 217].

4.2.4 Outline of the Method/Algorithm

Correlation To compute correlation one needs a pair of time-series. The correlation between two
time-series measures their linear dependence typically by means of the Pearson coefficient [28]. For
two sampled signals x(t) and y(t) the correlation is given by Eq. 2:

rxy =

Pn
1 (xi � hxi)(yi � hyi)pPn

1 (xi � hxi)2
Pn

1 (yi � hyi)2
, (2)
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where n is the length of the time-series, and h.i indicates average over time.

The correlation is bounded between �1 and 1. Negative values indicate a linear dependence with
negative slope between x and y (e.g., growth in x corresponds to decrease in y), and the opposite
for positive values. For rxy = 0 the two signals are uncorrelated.

In Figure 8, we illustrate the value, on top of the scatter plots, of rxy for different relations
between x and y. In Figure 8(a), the values of rxy for x and y go from completely correlated
(left) to completely anti-correlated (right) are shown. In Figure 8(b) we show that even though
correlation captures the strength and the nature (inversely or directly proportional) of the linear
dependence, it does not reflect the actual value of the slope. Furthermore, being a measurement of
linear dependence, it cannot capture the non-linear dependence between the two variables as depicted
in Figure 8(c). The latter issue can be surrounded by using a generalized version of correlation named
mutual information which also captures non-linear dependencies (see Section 4.2.4).

1 0.8 0.4 0 -0.4 -0.8 -1

1 1 1 -1 -1 -1

0 0 0 0 0 0 0

(a)

(b)

(c)

Figure 8: Several sets of (x, y) points, with the correlation coefficient of x and y for each set. Note
that the correlation reflects the strength and direction of a linear relationship (a), but not the slope
of that relationship (b), nor many aspects of nonlinear relationships (c). Image in public domain at
https://commons.wikimedia.org/wiki/File:Correlation_examples2.svg.

In Eq. 2, the correlation between the signals is measured for an entire period. However, for
non-stationary time-series, i.e., for signals with dynamic statistical moments [229], one might be
interested on how the correlation evolves in time, since transition in correlation may be linked
to experimental condition, for instance in neuroscience an increase/decrease of correlation may be
linked to different task conditions. More information and description of methods for the calculation
of correlation across time (dynamic correlation) can be found in the following articles [123, 29]. In
the case of the calculation of dynamic correlation, it is important to properly select the size of the
moving window that will be used for calculating the correlation at each timepoint. Finally, the
method is more suitable when one wants to derive the correlation between signals that are linear
dependent.

Coherence The analysis of time-series is essential to reveal potential signatures of a signal that
may be linked to experimental conditions, tasks or events related to a given experiment. However,
it is not always an easy task to identify those “markers” by only inspecting the signal in the time-
domain. For this reason, usually the time-series is analysed in the frequency rather than in the
time-domain. In fact, Fourier theory has been widely used not only to encode information in
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telecommunication systems [181], but also in many natural sciences such as physics [97], geosciences
[206], and neuroscience [55]. In this paragraph we first describe the analysis of signals in the frequency
domain and then the calculation of the coherence between the two signals, which is basically the
equivalent of the correlation in frequency domain. The coherence measure tell us how similar are
the the two signals in terms of oscillating activity. Or, in other words, how similar is the frequency
content of the two signals. To estimate the coherence it is necessary, apart from at least a pair of
time-series, to have the length T as well as the sampling frequency fs of the signals.

The analysis of the signal in the frequency domain is achieved by means of the so-called Fourier
transform. In short, the Fourier transform of a signal x(t) can be obtained by means of Eq. 3, and
it returns a Fourier coefficient that displays how much of each oscillatory frequency (or spectral
content) is contained in the signal [97].

x̃(f) =

Z T

0
dte

2⇡ift
x(t) (3)

where T is the length of the signal and x̃(f) is the Fourier transform of x(t).
The range of frequencies present in the signal depends on the sampling interval �t used, and

also on the length T of the signal. In particular, the range of frequencies analysed will go from 0 Hz
to the sampling frequency defined as fs = 1/�t at steps of 1/T which is the slowest frequency that
can be produce in the window T .

Usually, the spectral content of a signal is analysed by means of its Power Spectrum Density
(PSD) rather than by the Fourier coefficients obtained by Eq. 3. The power spectrum is defined as
the squared Fourier coefficients as in Eq. 4.

Sxx(f) =
hx̃(f)x̃⇤(f)i

T
, (4)

where x̃⇤j (f) is the complex conjugate of x̃(f). Here, h.i represents the average over many realizations
(or repetitions) of the signal x(t).

To illustrate the concept of the power spectrum we use a simple example. In Figure 9 we consider
two sinusoidal signals, the first with frequency 1.0 kHz, and the second with a component with 1.5,
and other with 2.0 kHz. Both signals where contaminated with Gaussian noise. Since, for each
sine, the predominant oscillatory frequency is their natural frequency the spectrum should display
clear peaks at 1.0 kHz for the first sine and 1.5, and 2.0 kHz for the second. Furthermore, since
Gaussian noise has evenly distributed power for all the domain frequency we should also observe
small fluctuation for the rest of the frequency domain, as it in fact happens (this fluctuation could
be smoothed, for instance, if one takes the average power spectrum for many realizations of the
signal).

As already discussed, the power spectrum shows the frequency content of the signal, however
when it comes to connectivity measurements one has to estimate how much power content is shared
between two time series x(t) and y(t). In order to derive a spectral measurement of correlation we
first define the cross-spectrum between two signals as:

Sxy(f) =
hx̃(f)ỹ⇤(f)i

T
, (5)
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Figure 9: Power spectrum for two sinusoidal signals (the first with frequency 1.0 kHz, and the second
with 1.5, and 2.0 kHz), both signals where contaminated with Gaussian noise with average power ⇡
5 Hz. The power spectrum of signal X(t) (in blue) exhibits a peak in 1.0 kHz, and Y (t) (in orange)
exhibits a peak in 1.5, and 2.0 kHz as expected.

note that Sxy(f) will be complex valued. In particular, it carries information of the amplitude of
power shared in each frequency and of the phase between x(t) and y(t).

Next, we define the squared coherence (C2
xy) between x(t) and y(t) as the ratio of the absolute

value of the cross-spectrum by the product of the two auto-spectrum as given by Eq. 6.

C
2
xy(f) =

|Sxy(f)|2

Sxx(f)Syy(f)
(6)

The coherence is equivalent to the correlation discussed in Section 4.2.4 but for the frequency domain.
As with the correlation measure, coherence is suitable for measuring linear dependence between two
time-series but now in the frequency domain. A difference of coherence and correlation is that the
coherence is constrained between 0 (no correlation) and 1 (maximum correlation) for each frequency.

As an illustrative example, consider the auto-regressive process defined by Eq. 7

X1(t) = 0.55X1(t� 1)� 0.8X1(t� 2) + CX2(t� 1) + ✏1(t),

X2(t) = 0.55X2(t� 1)� 0.8X2(t� 2) + ✏2(t).
(7)

Here, the variable t is the time step index, such that the actual time is t0 = t�t = t/fs. Besides,
we know by construction that X2(t) influences X1(t) through the coupling constant C (although the
opposite does not happen). The terms ✏1(t) and ✏2(t) are defined to have variance equal to 1 and
covariance 0 (they are independent random processes). Also, by construction this system is mostly
correlated for f ⇡ 40 Hz. To obtain a smooth power spectrum, we simulated 5000 repetitions of the
system in equation (7) and computed the average spectra across trials. We set the parameters as
C = 0.25, fs = 200 Hz and T = 25 s, resulting in 5000 data points.

In Figure 10(a) we show the auto-spectra for X1(t) (S11(f)) and X2(t) (S22(f)) both signals
exhibit a 40Hz predominant rhythm, but this effect is stronger for X1(t). In Fig 10(b) we show the
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coherence between X1(t) and X2(t), they exhibit coherence for the range of frequencies from 20 to
60 Hz, and the peak is at 40 Hz as expected.

Frequency [Hz] Frequency [Hz]

au
to
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ct
ra

Figure 10: (a) Auto-spectra and (b) squared coherence measured for the system given by Eq. 7.

In this section we have shown that the coherence metric can be used not only to capture the
correlation between signals but also in which frequencies it is predominant. However, the measure-
ment is not able to extract information concerning the directionality in which this correlation takes
place. For instance, in the example in Eq. 7 there is a clear directionality from X2 to X1 that is
not reflected in the coherence in Figure 10(b). In the next paragraph we briefly discuss the Granger
Causality a measure that aims to capture the information transfer between the signals, hence being
able to also retrieve the directionality of the relation between time-series.

Granger Causality (GC). Given two stochastic variables, x(t) and y(t), there is a causal rela-
tionship (in the sense of Granger) between them if the past observations of y help to predict the
current state of x, and vice-versa. If so, then we say that y Granger-causes x. Granger was inspired
by the definition of causality from Norbert Wiener [226], in which y causes x if knowing the past of y
increases the efficacy of the prediction of the current state of x(t) when compared to the prediction
of x(t) by the past values of x.

Causality inference via GC has been widely applied in different areas of science, such as: pre-
diction of financial time series [220, 49, 67], earth systems [180], atmospheric systems [194], solar
indices [5], turbulence [5, 205], inference of information flow in the brain of different animals [45, 68,
133, 96, 189], and inference of functional networks of the brain using fMRI [90, 121], MEG [165],
and EEG [22].

It appears as an alternative for measuring linear correlation as well as directionality without
relying on the estimation of probability density functions of one or more variables as opposed to
mutual information (see paragraph 4.2.4). The formulation of the GC method is complicated and
too extensive to include in this report therefore we refer you to the following articles [82, 65, 68, 65,
122]. Finally, this method can be applied in both time and frequency domain to test the causality
between two signals that can be represented by means of an autoregressive process (linear) [43].

Mutual Information. Mutual information (MI) is a measure of the interdependence of two ran-
dom variables. More specifically, it quantifies the amount of information that could be obtained
about one random variable by observing the other random variable. The concept of MI is based
on information theory because it uses the entropy of a random variable. The entropy of a random
variable quantifies the expected ‘amount of information’ contained in the random variable. MI is
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a model-free functional connectivity measure since it does not assume any linear relationship with
respect to the kinds of interactions between the two random variables [112]. Thus, MI calculates
both the linear and non-linear interdependence between two signals. It can also be used for both
real-valued and imaginary-valued random variables. A general discussion about the measure of MI
can be found in the great article of Borst and Theunissen 1999 [42].

Let’s assume that we have two random variables (X,Y) over the space X ⇥ Y . The MI is
calculated as the difference between the joint distribution of the two variables (X, Y) and the
marginal distributions of X and Y. The MI of two discrete random variables in terms of probability
mass functions is given by Eq. 8:

I(X;Y ) =
X

y2X

X
x2Y

p(X,Y )(x, y) log

✓
p(X,Y )(x, y)

pX(x)pY (y)

◆
, (8)

where p(X,Y ) is the joint probability mass function of X and Y , and pX , pY are the marginal
probability mass functions of X and Y ,respectively [57].

For continuous random variables the double sum is replaced by a double integral as shown in
Eq. 9:

I(X;Y ) =

Z

Y

Z

X

p(X,Y )(x, y) log

✓
p(X,Y )(x, y)

pX(x)pY (y)

◆
dxdy. (9)

The units of MI for log base 2 are bits. MI is equal to 0 if the two random variables are
independent and it is always positive and symmetric (I(X;Y ) = I(Y,X)). The amount of data used
to construct the probability function can influence positively or negatively the performance of the
method. The method may not give correct results with a limited amount of data samples. The more
the data used to construct the probability functions (histograms) the more accurate the results of
the method.

MI can also be expressed in terms of the entropy of the signals, as shown in Eq. 10:

I(X,Y ) = H(X) +H(Y )�H(X,Y ), (10)

where H(X), H(Y ) are the marginal entropies of X and Y respectively and H(X,Y ) is the joint
entropy of X and Y .

The simple form of MI as presented above, is an undirected connectivity measure meaning that
it does not give information about any possible flow of information and the direction of flow between
two signals. To clarify, the estimated MI value between two equal length signals both centered at
the same point in time just tells us how much information the two signals have in common. The MI
measure intrinsically does not account for any temporal structure in the data since the probability
distributions of the data are used. This means, that even if we randomly shuffle the values in
a random variable the estimated MI will be the same. However, if we shift the one signal with
respect to the other and then we calculate the MI (do this for a number of different time delays)
we can extract information about any possible flow and directionality of the MI present in the two
signals [25].The calculation of time delayed MI for the random variables X and Y can be expressed
in terms of entropy as shown in Eq. 11:

I(X,Y ; ⌧) = H(X) +H(Y )�H(X,Y ; ⌧), (11)

where H(X), H(Y ) are the marginal entropies of X and ⌧ -shifted Y , respectively, and H(X,Y ; ⌧)
is the joint entropy of X and ⌧ -shifted Y [101]. The most common formulas for the calculation of
the entropy, is the standard Shannon entropy as defined by Claude Shannon [191] and the Renyi’s
entropy which is a generalization of the concept of information entropy [172]. For a given random
variable X, the Renyi’s entropy is given by Eq. 12 and the Shannon’s entropy by Eq. 13:
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H↵(X) =
1

1� ↵
log

 
nX

i=1

p
↵
x (i)

!
(12)

H1(X) = limH↵(X) =
↵!1

�
nX

i=1

px(i) log(px(i)) (13)

where px(i) is the probability of the value of x falling in the bin i, after all the values of the random
variable X have been grouped into n bins for the creation of the discrete probability distribution px.

The number of bins n defines the level of detail we want to look into the signal, and consequently
the value of MI. Using a very small number of bins we might only be able capture characteristics
and correlations between the envelopes of the signals. Conversely, using a very large number of bins,
we will better capture relatedness between the small fluctuations in the values of the two signals.
Therefore, we select the number of bins according to the level of detail required. The higher the
number of the bins we use to represent the data, the more computationally costly the algorithm
becomes and thus we should always select the number of bins carefully. Although, MI is more
computationally costly than other simpler connectivity measures such as the correlation coefficient,
it is still quite efficient in terms of computational time.

The parameter a denotes the order of the Renyi’s entropy. The role of this parameter is to adjust
the weight we give to each of the components i of the probability distribution for the calculation of
the entropy. The higher the value of a the more emphasis is given to the largest components of px
[114]. In the limit of ↵ ! 1, the same emphasis is given on all the components of the probability
distribution, and the Renyi’s entropy is equal to the standard Shannon’s entropy (see Eq. 13). The
same formulas are used for the calculation of the joint entropy of two random variables X and Y by
using the joint probability distribution pxy instead of the marginal distributions px or py.

4.2.4.1 Code Availability of the Method/Algorithm

Correlation. There is no particular algorithm used to compute correlation given that it is simply
the application of Eq. 2, however many computer languages have built-in functions to compute
correlation, such as , Matlab (corrcoef(A), Python/NumPy (corrcoeff) and R (cor.).

Coherence. The main and most basic algorithm to estimate coherence is the discrete fast Fourier
transform (FFT) [56]. For smoother spectral estimation one could use Welch’s method [224].
For time-frequency decomposition the main algorithms/methods available would be the windowed
Fourier transform, the wavelet transform and the multitaper transform [206, 14].

Some software providing codes for the estimation of coherence are the following:

• Python/SciPy implementation:
https://docs.scipy.org/doc/scipy/reference/generated/scipy.signal.welch.html

• Matlab implementation:
https://www.mathworks.com/help/signal/ref/mscohere.html

• Python/Elephant: implementation
https://elephant.readthedocs.io

• Matlab/FieldTrip implementation:
https://www.fieldtriptoolbox.org/

• Python/MNE implementation:
https://mne.tools/stable/index.html
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Granger Causality. As discussed in Section 4.2.4 the spectral estimation can be done using
either FFT, wavelet or multitaper transforms. For the spectral GC a algorithm called Wilson’s
algorithm [227] to decompose the spectral matrix in a transfer function and a covariance matrix is
also employed. Here is a list of available software for estimating causality:

• Matlap/MVGC implementation:
https:// users.sussex.ac.uk/~lionelb/MVGC/html/mvgchelp.html

• Python/Frites implementation:
https://brainets.github.io/frites/overview.html

• Python/Elephant implementation:
https://elephant.readthedocs.io

• Matlab/Fieldtrip implementation:
https://www.fieldtriptoolbox.org/

• Python/MNE implementation:
https://mne.tools/stable/index.html

Mutual Information. There exist a number of different ways for calculating the MI between two
random variables. The most common methods use Shannon’s entropy and Renyi’s entropy. Some
other examples of MI estimators are the Kernel Density estimators [143], entropy estimates from
k-nearest neighbor distances [112] and a more recent method called Gauss Copula [100]. There are
many software/source codes available that calculate the MI between two signals. However, different
software might use different MI estimators. Free available software/source code for estimation of the
Mutual Information include the following:

• MIToobox for C and MATLAB:
http://www.cs.man.ac.uk/~pococka4/MIToolbox.html

• FRITES toolbox Python:
https://brainets.github.io/frites/overview.html

• Information Theory Toolbox Matlab https:// nl.mathworks.com/matlabcentral/ fileexchange/
35625-information-theory-toolbox

4.2.5 An Application of the Coherence and Granger Causality Metrics in Neuroscience

To illustrate the application of coherence metric in neuroscience we reproduce the computational
model with two cortical areas V1 and V4 from Mejias et. al., 2016 [135]. This model simulates the
rate activity of each of those two regions and connects them based on empirically derived anatomical
connectivity. Fig 11(a) shows the coherence between those two cortical areas which demonstrate
that this circuit is most correlated (or connected) at 10 and 40 Hz.

For the same V1- V4 cortical circuit [135] we also measure and show the GC between those two
cortical areas in Figure 11(b). Notice that different from coherence, GC also gives the directionality
of the connectivity (hence resulting in a directed graph) (see legend of Figure 11 (b)). In this case,
GC reveals that V4 is the region that leads the communication at 10 Hz and V1 at 40 Hz.

28

https://users.sussex.ac.uk/~lionelb/MVGC/html/mvgchelp.html
https://brainets.github.io/frites/overview.html
https://elephant.readthedocs.io
https://www.fieldtriptoolbox.org/
https://mne.tools/stable/index.html
http://www.cs.man.ac.uk/~pococka4/MIToolbox.html
https://brainets.github.io/frites/overview.html
https://nl.mathworks.com/matlabcentral/fileexchange/35625-information-theory-toolbox
https://nl.mathworks.com/matlabcentral/fileexchange/35625-information-theory-toolbox


(a) (b)

Figure 11: (a) Coherence between V1 and V4 in the model from [136] (b) Granger-causality between
V1 and V4 circuits for the same model.

4.2.6 A 2nd Application: Mutual Information Method as a Connectivity Measure in
Neuroscience

In neuroscience, researchers often use correlation techniques in their research for two main purposes.
Firstly, when working with functional data of the brain (e.g EEG/MEG recordings) it is useful to
study the exchange of neural information (electrical activity of the brain) between two spatially
distinct regions in the brain. In other words, to quantify the functional connectivity between two
regions in the brain by finding the common patterns in the electrical signals generated by popula-
tions of neurons located in two distinct brain areas. The same analysis can be performed on the
sensor level, between signals recorded from different EEG or MEG sensors. The MI method is very
often used in neuroscience because it captures both the linear and non-linear relations between two
random signals. In figure 12 we can see an example of MI estimation between two signals captured
by EEG and MEG sensors, respectively. The second main purpose of the use of MI in neuroscience
is for the construction of the functional connectivity matrix which can subsequently be used for
the creation of a network or graph. Given a relatively high number of regions of interest (e.g 100
- 1000) in the brain (or a high number of sensors) someone might need to construct a network
describing the functional connections (links of the network) between the different regions (nodes of
the network). In order to do that, we need a connectivity measure to find which pairs of nodes are
functionally connected. In Figure 13 we see a visual representation of a weighted adjacency ma-
trix constructed by calculating the MI value between activation curves from 998 regions of the brain.
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Figure 12: Time-delayed MI map between an EEG signal generated by neurons in the thalamus of
the brain and an MEG signal generated by neurons in the somatosensory area 3B. The x-axis shows
the latency in seconds in respect to the referent signal(EEG) and the y-axis is the time-delay between
the referent and the recipient (MEG) signal. The MI value is estimated for a number of time delays
(y-axis) at every latency (x-axis). The blue contours show the areas (latency and time-delay) where
the two signals have high MI value. This MI map can give us information about the existence of MI,
the timing as well as the direction of information flow.The data used to generate this graph were
shared by the author of the article [6] Dr. Marios Antonakakis.

Figure 13: Mutual information value in logarithmic scale estimated between activation curves from
998 regions in the brain. The x and y axis show the number of the nodes. Bright colors represent
high functional relationship between the nodes while darker colors show no functional connection
between the nodes. The activation curves where extracted by source localization using MEG data.
The functional data used to generate this graph were collected in the study of Prof. Andreas
Ioannides [101]. Information about the location of the 998 regions of interest was found from the
open access data of the study [94]

4.2.7 A Third Application: Mutual Information Method as a Connectivity Measure
in Geomorphology

Mutual Information can be used to quantify linear and non-linear relationships of processes related
to water flow, such as precipitation, stream flow and sediment transport. Figure 14 shows a graph
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representing a river network. Nodes represent 500-meter-long river segments, and links represent
the water flow between nodes. Therefore, links have directions.

Figure 14: Graph representing a river network based on the Carron Catchment, in the Scottish
Highlands. Mutual Information between nodes 164 and 151 are analysed.

Mutual Information can be applied to understand sediment flux in rivers. On the left side of
figure 15, the percentage of sediment cover in two nodes (nodes 164 and 151) over time is showed.
This data resulted from a numerical simulation by a sediment transport model. There are variations
in the amount of sediment in nodes though time due to the sediment transport from upstream to
downstream areas.

On the right side of Figure 15, Mutual Information (MI) between the two nodes analysed is
presented. There is a higher MI around day 26 with a 5 day delay, showing that the sediment flux
took around 5 days to be transported between river segments. Once again, there was a stronger MI
instantaneously around day 84. In conclusion, Mutual Information can be applied to understand
how far sediments are transported in rivers and with what intensity and time delay river segments
are functionally connected.

4.2.8 Justification of the Interdisciplinarity of the Method and Discussion

The methods discussed above were initially developed in specific contexts. For instance, the in-
formation theory (IT) based quantities (entropy and mutual information) initially were aimed to
understand how efficiently messages can be compressed and sent through communication channels
[190], and Granger-causality was first applied in the context of predicting financial time-series [85].

Despite the initial motivation for the development of those metrics, their mathematical founda-
tions are solid and very general. As a result, (variations of) those metrics have been used in several
diverse domains, e.g. in linguistics [47], social science [109, 219] (to analyse Trade Dependencies (for
oil and Food-Energy-Water Nexus, respectively)) and biology [73] (for predicting RNA structures).

In the case of IT metrics, which are “model-free” metrics [26], i.e., they do not assume any prior
distribution or if their relation are linear or non-linear for the data to which they are being applied.
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Figure 15: On the left, fraction of alluvial cover over time in two river segments of a river network
resulted from a computational simulation, in which X is the time (days) and Y is the percentage
of sediment cover. On the right, Mutual Information of sediment flux between two river segments.
In the highlighted points of MI, X is the time delay; Y is the time in days simulated; and Z is the
Mutual Information shared.

For the case of Granger-causality, the relation between the time-series is assumed to be linear, but
it was proved that for normally distributed time-series this metric is equivalent to its IT equivalent,
the transfer entropy [21].

Each one of those metrics, of course, carry a hidden assumption when used. For instance, when
using coherence we implicitly assumed that communication is done via phase-synchronization, for
the IT metrics we assume that the time-series analysed works as communication channels that
somehow encode information that “travels” between then (the encoding usually is not the main
concern when estimating connectivity, so it can be neglected). Considering that, and how general
are those methods, it is important to have in mind the hidden assumptions that they carry and
apply then carefully for each different problem, adapting them when needed [17].

5 Critical Nodes and Resources

In this section, we present the concept of critical nodes in complex systems. The term critical
nodes refers to nodes that have greater impact on the structure and functional connectivity of the
network. In a large number of real systems such as the World Wide Web, the Internet, power grids,
and airline networks, the role of nodes in the network structure and function have been shown to
be of great variance [88]. Those nodes of a network that can affect the structure and function of
the network to a greater extent are called critical nodes. There are various different metrics used to
measure the effect of a node to the network. However, all of those metrics characterize the whole
network and are usually ways to measure the network connectivity, the robustness or the resilience
of the network to possible attacks or damages. Next, we explicitly describe the most important
of them. Unfortunately, almost all variations of the problem have been shown to be hard to solve
optimally; there are known NP-completeness results for even restricted classes of the problem [232].
Due to its difficulty, several heuristics have been developed for the problem; most of them utilize
local properties of the nodes, such as various node-centrality measures, e.g., the degree centrality,
between centrality or eigenvalue-centrality, in order to rank nodes importance. Here, we also refer
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to some of the most popular of them.
In this section, we first give a definition of some important versions of the problem, based on

some network connectivity metrics. Next, we overview on the most popular algorithmic approaches
that have been utilised for the problem. Most of them utilize a greedy approach and rank the nodes’
importance using a suitable local node property. Finally, we demonstrate the application of the
particular algorithms for the method in diverse sciences.

5.1 Related Background

Given a graph G(V,E), for a subset of vertices R ✓ V , the residual graph G\R is the graph obtained
by G after removing the vertices of set R (and their incident edges).

5.2 Problem Specification and Quality Functions/Measures

First, we provide important metrics of network connectivity, called global connectivity metrics,
that will be used for the definition of the Critical Node Detection problem(CNDP):

• Graph vertex-connectivity (edge-connectivity): This is the minimum number of nodes
(edges) to be removed in order for a connected graph to become disconnected [225], denoted
as (G) (�(G))). By Menger’s theorem [225], both numbers (G) and �(G) can be determined
in polynomial time using the max-flow min-cut algorithm [225].

• Pairwise connectivity: Assume a set R ✓ V of vertices to be removed. Then if C is a con-
nected component of the residual graph G\R, then there are

�|C|
2

�
(shortest) paths connecting

the nodes of the component (since for every pair of nodes of the connected component, there
is a path connecting them). The pairwise connectivity of the residual graph G\R, denoted as
pair_conn(G\R), is the sum of the number of (shortest) paths of all pairs of nodes in that
graph, after the removal of the nodes of set R. This is equal to the sum of the number of paths
of all pairs of nodes, in each connected component of the residual graph. That is,

pair_conn(G\R) =
X

Ci2G\R

✓
Ci

2

◆
(14)

where the sum is over all connected components Ci of the residual graph G\R.

• For the case of possibly disconnected graphs, a global connectivity metric can be:

– The minimum size of a connected component of the graph. The higher this number, the
higher the connectivity of the graph.

– The number of connected components of the graph. The smaller this number, the higher
the connectivity of the graph.

First we provide the definition of the basic version of the critical nodes detection problem.

Definition 5.1 (Critical nodes detection problem (CNDP) [214])
Input: A directed or un-directed graph G(V,E) and an integer k.
Output: A subset of vertices R, such that |R| = k that minimizes the pairwise connectivity of the
residual graph G\R, that is:

R = arg
R✓V

min
X

Ci2G(V \R)

✓
|Ci|
2

◆
(15)

where the sum is over all (strongly, for the case of a directed graph) connected components Ci of the
residual graph (denoted as G(V \)R).
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The problem has been shown to be NP -complete for general graphs [9] and remains NP -complete
for restricted classes of graphs, such as split, bipartite, unit-disc and weighed tree graphs [192, 1, 66].
For this reason, several heuristics have been developed for the problem [116], which have been shown
to perform quite well, especially in particular cases of the problem. However, most of them lack the
theoretical analysis and justification of the quality of the solution achieved. Additionally, most of
these algorithms utilize a local property/criterion on the nodes of the graph in order to choose which
of them to remove. Computing a local property instead of a global (such as the network pairwise
connectivity) is usually computationally more efficient (less difficult to compute). Additionally, most
of these algorithms follow a greedy approach on the selection of the nodes to be removed and rank
them based on the selected local criterion. More details on those algorithmic approaches is provided
in the next section.

[214] presented an efficient greedy heuristic for the CNDP for large graphs based on a modified
depth-first search on the graph. Furthermore, centrality measures are increasingly being used to
interpret node importance in various contexts ([9, 116]). Sarker et. al.([182]), for example, used
betweeness centrality to identify key locations across multiple river networks in the United States.

Another important variation of the problem asks to minimize the number of nodes to be deleted
(here k is not fixed), so that a particular connectivity metric in the remaining graph is bounded by
a particular value:

Definition 5.2 (Cardinality-Constrained Critical Node Detection Problem [10])
Input: A directed or un-directed graph G(V,E) and an integer l.
Output: A minimum set of vertices R such that pair_conn(Ci) � l, for each Ci 2 G(V \R).

The problem has been also proven to be NP -complete [10], since it is a generalization of the well
known NP -complete, Minimum Vertex Cover problem (for l = 1).

There are several other variations of the problem which are defined using other network connec-
tivity notions, the minimum size of a connected component of the graph, the number of connected
components of the graph, the vertex or the edge connectivity of the graph. The corresponding prob-
lem asks either to find a particular number k of nodes that minimize/maximize the corresponding
connectivity notion, or to find the minimum number of nodes to be removed so that the correspond-
ing connectivity method is bounded above or below by a constant. A comprehensive survey on
critical nodes detection problems has been presented by Lalu et al [116].

5.3 Outline of the Method/Algorithm

Due to the difficulty of optimally solving the problem, several heuristics have been developed for
addressing the problem. As mentioned earlier, to address the high computational demand of the
optimal solution of the problem, these heuristics utilize a local property instead of a global (such
as the network pairwise connectivity) for identifying the set of critical codes. Possible such criteria
to be used are various node centrality metrics, such as the degree centrality and the betweenness
centrality. Additionally, most of these algorithms follow a greedy approach on the selection of the
critical nodes. The ranking of the nodes is based on the selected local criterion. Unfortunately, most
of them lack proven guaranteed quality performance.

In the following, we describe the basic structure of a greedy algorithm for the CNDP. The
description is generic, in that it takes different local metrics (as explained above) for the selection
of the critical nodes.

Before presenting the algorithm, we provide a list of important local (node) properties which try
to measure node criticality, called local connectivity functions that have been utilized for the
the selection of the critical nodes.

• The betweenness centrality of the nodes of the graph (see section 2 for a definition).
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• The degree centrality of the nodes, i.e. the total number of edges connected to a node in the
graph (see section 2).

• The pagerank centrality of the nodes, i.e. a measure of a node’s importance. A node is
important if it is linked to other important nodes and links sparse nodes, or if it has a high
degree.2).

• The node efficiency of a node, i.e. the global efficiency of the graph after the removal of a
specific node (see section 2).

We recall that all of them are polynomial computable, although some of them are impractical to
be applied in large networks due to their increased computational complexity.

In the following (Figure 16) we present a popular algorithmic approach for the CNDP; the ap-
proach is greedy and can work for different local/global connectivity functions/metrics:

A Generic, Greedy Algorithm for the CNDP:

0 Set R = ;.

1 Choose a local connectivity function or a global connectivity metric.

2 If a local connectivity function is chosen, then compute corresponding values for each of the
nodes of the graph,
otherwise (if a global connectivity metric is chosen),
for each node u of the graph, compute the global graph connectivity metric of the graph
resulting when removing node u from the graph.

3 Choose to remove the node ranked highest according to the local or global connectivity met-
ric/function chosen.

4 Add the node ranked highest according to the metric/function chosen, to the list of critical
nodes R being constructed and repeat step 2 if |R| < k or return R otherwise.

Figure 16: A Generic, Greedy Algorithm for the Critical Node Detection Problem (CNDP).

This algorithmic approach has been utilized (or variations of it) in the algorithms presented in [215,
231, 9, 131, 168]. In the following sections, we utilize particular implementations of this algorithm for
identifying critical nodes in various application domains, such as Earth systems and water-mediated
ecosystems.

5.4 Critical Nodes Detection problem from Earth System Prespective

Node-level metrics provide useful information about the role of a node in supporting connected
pathways. The quantification of node importance in complex systems has the potential to provide
greater insight into the role of individual node in influencing system connectivity. Ecosystems are
complex systems, with their emergence dependent on the presence of various biotic and abiotic
components, as well as the associated ecogeomorphic processes and climatic perturbations ([145,
155, 154, 160, 208, 209]). Another important characteristic of the ecosystems (complex systems) is
connectivity, which is defined as the level of connectedness within a system ([208]). Connectivity
can be further subdivided into structural and functional connectivity. For example, in river systems,
structural connectivity is defined by its channel network (driven by topography), whereas functional
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connectivity is the movement of water, sediments, and riverine species along the structural template
([210]). In ecogeomorphic interpretations of connectivity, functional connectivity is also understood
as movement or flow of organisms ([48, 72, 178]). Dispersal models characterize the flows of individ-
uals across the landscape by using some of the notions of transportation networks (i.e., according to
their origin and destination cost distances) ([48, 183, 147, 156, 162, 147]).

In recent years, network theory has been used to quantify connectivity in complex systems, where
a network is a graph-based representation of a system with nodes and links ([3, 19, 20]). The key idea
behind network science is that it is possible to obtain crucial information about a complex system
by studying its underlying network structure. Network analyses are among the methods that have
been widely used for the characterization of ecosystems ([40]) and within these applications we can
find:

• Input-output models for representing the interactions of predator-prey, mutualism, competi-
tion, between a particular species and resource, within food webs, and nutrient cycling [24, 54,
63, 86, 124, 179, 218]).

• Graph theory-based models in landscape ecology (patch-based graphs) focused on animal move-
ment, like the metapopulation/metacommunity approaches ([18, 38, 74, 147]).

For the case of river ecosystems, the graph abstractions follow the topological patterns of stream
channel networks (tree type networks) ([75]) which represent the structural connectivity. Here, nodes
can depict either populations or local communities to habitat areas or “patches” on the landscape.
Then, the edges between the nodes can represent surface water connections or processes. Therefore,
riverine landscapes are often visualized as ecological corridors ([178]). For the construction of the
river system’s graph, the spatial locations of the nodes and a distance matrix between all of the nodes
are required ([186]). The adjacency matrices can be unweighted (composed by 0s and 1s) or, as in
more realistic representations, weighted with asymmetric connections between them ([209]). The
nodes in dryland ecosystems can be represented by landscape patches (vegetated/non-vegetated)
and links are represented by fluxes of water and sediments along the nodes (in this case, the network
conception focuses on land degradation related feedback). Here, the structural connectivity network
is defined by topography driven flow routing and presence of vegetation sinks, whereas the functional
connectivity network is based on the fluxes of water and sediments along the structural template.

There is a diversity of methods for identifying the most crucial areas for maintaining connectivity
and ecological processes within the river system. Within complex networks, nodes have different im-
portance in shaping system behavior ([9, 116, 161, 222]). In graph theory, the critical node detection
problem quantifies the node importance based on the effect of node removal on the network structure
([182]). Here, critical nodes are nodes whose removal significantly degrades network connectivity
([216]). In ecology, we can find alternative approaches that carry out node (habitat patch) removal
experiments ([38]), which are analogous to the graph theoretical algorithms that determine critical
nodes. Although there have been a large number of studies characterizing river networks using
graph theory, only the study of [182] was focused on finding critical nodes in the topology of river
networks. They identified critical nodes in river drainage networks and examined their dependency
on geomorphic and climatic properties. Here, the authors compared the critical node identification
problem to the one of identifying central nodes (group of nodes with higher group betweenness cen-
trality) and found that the critical nodes maximize the fragmentation of the network in comparison
to the central nodes ([182]). Here, the fragmentation of the network involves the disconnection of
the graph into new smaller connected components.

A common graph representation of rivers is a tree T (V,E), where each pair of nodes is connected
by one path ([66]). In this case, network fragmentation is linked to branching patterns of river
networks and central nodes are bridging nodes with highest betweenness centrality ([182]). Algo-
rithms that identify these critical nodes have been used by ecologists, conservation planners and
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managers to identify key conservation areas that contribute the most to maintain species dispersal
and ecological flows within the landscape ([18, 38, 74, 183, 185]).

Furthermore, in most complex systems, several entities interact with each other in patterns that
include multiple types of connections and changes in space and time. In a multilayer network, a
set of entities interact with each other. These systems include multiple subsystems and connectiv-
ity layers ([2, 31, 110]). As there are multiple layers of connectivity (structural/functional) in an
ecosystem (as shown in Figure 17), it is necessary to consider the fragmentation of both inter- and
intra-layer connections when determining the location of critical nodes. The inter-layer connections
are represented by structural connectivity/functional connectivity interactions and influence of cli-
matic conditions on the system dynamics, whereas the intra-layer connections are represented by
connectivity of nodes in each layer.

Figure 17: The representation of an ecosystem as a multilayer network

5.4.1 Code Availability of the Method/Algorithm

For general network analysis MATLAB graph functions can be used. Furthermore, for ecological
network analysis, calculations of these indices can be carried out in the software CONEFOR Sensin-
ode 2.2 (CS22) ([185]). This software was developed with the purpose of quantifying the importance
of habitat patches for maintaining landscape connectivity and as a decision-making support tool
for landscape planning and the conservation of critical areas ([185]). The CS22 needs as inputs the
spatial structure and configuration of the habitat patches or nodes (including a single node attribute
that could be the patch area, or information about the size of the local population or community, for
example) and the dispersal abilities of the focal species/group (e.g., dispersal distances) ([185]). The
most notable output would be the identification of the most critical habitat areas for maintaining
the overall landscape connectivity ([185]). However, the computational effort measured in terms of
time is relatively high.

5.5 Application: Computing Node Importance in Water-Mediated Ecosystems

Water-mediated connectivity in an ecosystem can be represented as a network in four ways: un-
weighted and undirected network (UNW+UND), weighted and undirected network (WGT+UND),
unweighted and directed network (UNW+DIR), and weighted and directed network (WGT+DIR).
This network characterization is primarily determined by the type of connectivity (structural and
functional), system characteristics (such as weather, species diversity, system boundary and flow
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pathways), disciplinary perspective (for example, hydrology, ecology, and geomorphology), and data
availability (spatial and temporal resolution). We use a toy example (Figure 18) to evaluate the
significance of directionality and weighting in representing and interpreting ecosystems as networks
and show the utility of the network metrics explored. Mathematically, a network, consisting of nodes
and links, can be represented as an adjacency matrix. The adjacency matrix (a matrix with rows
and columns assigned to network nodes, within which the presence of a link is represented by a
numerical value) can be populated based on the connectivity from the source node to every other
possible receptor node in the system. The adjacency matrix is symmetrical for undirected networks
and asymmetrical for directed networks with links from source nodes to receptor nodes (Figure 18).

A range of approaches are used to represent ecological and geomorphic systems as networks.
Unweighted and undirected networks (UNW+UND) are primarily used to quantify the emergent
patterns associated with connected movements of metacommunities (such as movement of aquatic
species, grazing patterns). For instance, fish movement upstream and downstream of a river can
be represented as a unweighted and undirected network [132]. However, UNW+UND networks fail
to capture the connectivity of abiotic fluxes (such as sediment, water, and nutrient movement) ob-
served in an ecosystem because these fluxes move from a high to a low elevated node. Weighted and
undirected networks (WGT+UND) can also be used to quantify connectivity, with link weights rep-
resenting strength of connectivity. There is mounting evidence that weighted networks can be used to
quantify the emergent behaviour of a system arising from strength of connectivity, which is lacking in
unweighted networks because unweighted links only indicate the presence or absence of connections
[221, 66]. Furthermore, unweighted and directed networks (UNW+DIR) are used to investigate the
direction-dependent connectivity in an ecosystem, such as movement of water and sediment along
an elevation gradient. For example, [182] identified the location of critical nodes in the structure of
river network using a unweighted and directed network. However, unweighted and directed networks
fail to capture the emergence associated with the strength of connectivity (weights). Undirected and
directed networks are especially useful in the case of structural connectivity networks because it is
difficult to quantify weights associated with structural connectivity linkages where strength of con-
nectivity depends on multiple parameters (such as vegetation cover, surface roughness and upslope
contributing area), as opposed to functional connectivity network where weights are directly pro-
portional to magnitude of connectivity. Weighted and directed networks (WGT+DIR) are useful to
study direction-dependent connectivity in an ecosystem; for example, fluxes of water and sediment
along landscape patches (or in a river) can be represented as a weighted and directed network [132].
Weighted and directed networks are especially useful for quantifying emergent behaviour in systems
where strength of connectivity is important and quantifiable (for example, an FC network), because
ignoring their strength (weights) may result in the loss of potentially important network information.

To demonstrate the importance of directionality and weights in a network, we explore the relation
between network type and network properties for a simple network consisting of 10 nodes and 11
links (Figure 18). Link Density (LD) is sensitive to directionality but not weights, whereas Global
Efficiency (GE) is sensitive to both directionality and weights. In this simple network, LD decreases
from 0.0492 for UNW+UND to 0.0403 for UNW+DIR, whereby directed links, result in a less
connected system. Furthermore, LD increases to 0.0726 for the WGT+DIR network, owing to the
presence of stronger links, resulting in a more connected network. Furthermore, different node-level
characteristics are also sensitive to changes in link direction and weights (Figure 18e1 to e5). Degree
Centrality (D) is not sensitive to direction but can be subdivided into indegree and outdegree for
directed networks (Figure 18e1). Betweenness (BC) and Page Rank (PR) Centrality are highly
sensitive to direction and vary slightly with link weights (Figure 18e2 and e3), in the former because
a node’s bridging capacity is primarily determined by link direction, and in the latter PR is a
probability-based measure that does not consider the absolute value of link weights. BC and PR
centrality measures differ significantly for all nodes in the network, highlighting multiple dimensions
of connectivity. BC corresponds to bridging capacity, so nodes in the network’s centre will have
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high BC, whereas high PR corresponds to a node that is well connected to other well-connected
nodes. Total Length of Connected Pathways varies with both link direction and weight (Figure 2e4).
Relative Node Efficiency is less sensitive to link direction and weights because it is not absolute node
efficiency, and the effect of changes in global efficiency makes the Relative Node Efficiency measure
less contrasting ((Figure 18e5)). Overall, this toy example shows that link directionality and weight
are both important when using network-based representations of ecosystems to quantify network-
level and node-level connectivity.

Figure 18: A toy example of four types of networks associated with water-mediated connectivity
in ecosystems. a. Unweighted and undirected network (UNW+UND) with symmetric adjacency
matrix (representing undirected links) with binary elements 0 and 1 indicating the presence (1) and
absence (0) of links. b. Weighted and undirected network (WGT+DIR) with symmetric adjacency
matrix with elements representing link weights (proportional to the strength of connectivity). c.
Unweighted and directed network (UNW+DIR) with asymmetric adjacency matrix (representing
directed links) with binary elements 0 and 1 indicating the presence (1) and absence (0) of links.
d. Weighted and directed network (WGT+DIR) with asymmetric adjacency matrix (representing
directed links) and elements representing link weights (e1 to e5). Five node-level metrics (Degree,
Betweenness, Page Rank, Total Length of Connected Pathways, Relative Node Efficiency) for the
proposed four network types (UNW+UND, WGT+UND, UNW+DIR, WGT+DIR).

5.6 Justification of the Interdisciplinary of the Method and Discussion

Even though we do not cover the wide range of applications of the critical node detection problem,
this family of methods has been featured due to its high potential for identifying areas that are crucial
for maintaining connectivity in complex system ([182]). Analogous approaches using node removal
have been applied in freshwater and terrestrial ecology to solve problems related to the disruption
of connectivity between habitats (see [18, 38, 182, 183, 185]). As well as the approaches focusing
on the effect of node removal on the network structure, there are many ways for assessing node
importance ([182]). Critical node analysis and the centrality metrics of betweenness centrality, even
though they are conceptually different metrics, capture different aspects of a node’s (i.e., habitat
patch) contribution to the connectivity of a landscape ([38]).

Network theory enables us to better understand the emergent behaviour of dynamic ecosystems,
which is not possible by focusing solely on pairwise connections between nodes alone. However,
we have demonstrated here that networks must be carefully conceptualized in order to be sensitive
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to system characteristics and disciplinary perspectives, with particular focus on the directionality
and weighting of network links. The multidisciplinary perspective presented in this work can assist
researchers in better understanding the network aspects of dynamic systems of interest. Our evalu-
ation of network properties and their influence on network metrics have conclusively demonstrated
that our resulting understating of structural and functional connectivity using these metrics is sen-
sitive to how we conceptualize these systems as networks in the first place. What is clear though, is
that studying complex systems as networks provides a powerful tool for studying system dynamics
beyond just connectivity between two points. Networks provide a powerful tool to quantify emergent
behaviour of an complex system’s current state and identify critical nodes with respect to its struc-
ture and function. In closing, the use of weighted and directed networks to quantify connectivity
offers novel perspectives, and it is critical to continue learning from other disciplines to improve our
understanding of connectivity in dynamic complex systems.

6 Resilience

6.1 Index of Connectivity

6.1.1 Related Background

In Earth sciences, a common connectivity issue is related to fluid transport in a landscape, such as
the transport of chemicals, water or sediments on hillslopes or in river networks. Hydrological and
sediment processes - such as surface runoff, detachment of sediments from rocks, sediment movement
along flow pathways, and ultimately sediment deposition - are complex as they present material and
energy interactions at different spatial and temporal scales. Due to complexity, geoscientists created
simple connectivity indices to evaluate how different sites in a landscape are connected. An index is
defined as “a type of composite measure that summarises and rank-orders several specific observa-
tions and represents some more general dimension” [15], as cited in [92]. In sediment connectivity,
indices serve as a simple approach for a quantitative description of the potential sediment delivery
between catchment compartments. However, indices are often limited to static representations of
the structural connectivity and do not provide information about fluxes and functional connectivity.

6.1.2 Problem Specification and Quality Functions/Measures

Measuring connectivity is one of the key challenges in connectivity research. Particularly for geo-
morphology, assessing spatial patterns and the strength of linkages between runoff/sediment sources,
pathways, and sinks is necessary in order to understand the connectivity of the system in question.
This translates to the assessing the combination of variables that are “conceptually known to control
the spatial organization and intensity of sediment fluxes in a landscape” [92]. Therefore, indices of
connectivity represent an empirical analysis that uses simple parameters to assess hydrological and
sediment connectivity at points in a landscape. Such indices provide a measurable variable (proxy
variable) to represent associated, but non-measured or non-measurable factors [92].

The IC is determined by the ratio between upslope and downslope components of connectivity
(further elaborated in the 6.1.4 section below). IC is defined in the range of [�1; +1], with higher
values indicating that the local hillslope is producing more sediment and presents higher connectivity
to the river channel. As a raster-based approach, each cell in the subject area (as represented by
the input rasters) has its own IC value. The assessment of sediment connectivity through the IC is
typically verified against field observations such as evidences of geomorphological processes.
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6.1.3 Related Work

Several versions of the IC have been developed separately, refining or modifying the original index
mainly based on the interpretation and implementation of weighting factors (e.g. using DEM-derived
surface roughness instead of the USLE cover factor [51]; adding a rainfall erosivity weighting [53];
adding a connectivity breaker factor based on curve number method [95]) to derive sediment con-
nectivity between hillslopes and the catchment outlet. Other examples of raster-based connectivity
indices have been applied to assessing hydrological connectivity in river networks using overlay anal-
ysis in GIS [228] and in catchment-scale connectivity by determining effective contributing areas
along a flowpath [117].

6.1.4 Outline of the Method/Algorithm

The IC evaluates the sediment connectivity for every point in a hillslope to another target point
in the catchment with the following parameters: drainage area, slope, an weighting or impedance
factor, and downstream path length. IC is determined using GIS software and consists of upslope
(Dup) and downslope (Ddn) components given by the equation:

ICk = log10(
Dup,k

Ddn,k
) (16)

where Dup is the upslope component, referring to the potential downward routing of sediment
produced upslope (i.e. the expanse of the area above a specific point in the hillslope which may
contribute water and sediment that may eventually flow through the said point), and Ddn is the
downslope component, referring to the flow path length that a particle needs to travel to reach the
nearest sink/target area (i.e. the length from the same point in the hillslope towards a stream or an
accumulation area, following a trajectory that the flow may take). The subscript k denotes the IC
as calculated for each cell k. Both components include as parameters a weighting factor W related
to impedance to sediment movement, as well as slope gradient S [92]. Dup is estimated by:

Dup = WS

p
A (17)

where W is the average weighting factor of upslope contributing area (dimensionless), S is the
average slope gradient of the upslope contributing area (m/m), and A is the upslope contributing
area(m2. Ddn is given by:

Ddn =
X

i

di

W iSi
(18)

where di is the length of the flow path along the ith cell (m), W i and Si are the weighting factor
and the slope gradient of the ith cell, respectively. Subsequent studies have proposed variants of the
IC including modifying the weighting factor to relate to surface roughness [51]; [60] or to account
for antecedent moisture [95].

6.1.4.1 Code Availability of the Method/Algorithm Documentation of the method and
algorithm are provided by [41] and [60]. A stand-alone application (SedInConnect) is provided as
an executable Windows file along with its Python source code in GitHub.

6.1.5 Application 1: Computing Sediment connectivity Between Agricultural Hill-
slopes and the River Network

The IC was used in the Fugnitz catchment as a preliminary basis for the potential degree of lateral
fine sediment connectivity between agricultural hillslopes and the river network at the catchment
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scale. In this context, the IC summarises the potential downward routing of sediment produced
in the contributing area upslope of a point in the hillslope and the flow path length needed for a
particle from the same point to reach the target area downslope, i.e. the river network. [163] used
the IC in the Fugnitz catchment to determine hotspots of lateral fine sediment input in comparison
with sediment entry points into the river as observed in the field.

The IC was implemented using the standalone software SedInConnect [60]. Inputs to the IC
are mainly based on topographic information – with differences coming from the implementation of
weighting factors. Since the Fugnitz Catchment is largely agricultural, the weighting factor was set
to C-values based on the Revised Universal Soil Loss Equation (RUSLE) following [163] to account
for the impedance to soil erosion processes due to cropping and management practices.

In the Fugnitz Catchment, the IC values range between -19.2 to 1.3 (see [163]). These values are
relative and specific to the input data. As such, the computed IC values were further classified into
seven connectivity classes to provide a relative degree of connectivity ranging from very low to very
high (Figure 1). While 85% of the entry points mapped in the field were present in highly connected
areas based on the IC, [163] found discrepancies between field observations and IC results based on
the location of entry points, suggesting that other process-based factors drive sediment connectiv-
ity in agricultural catchments over topographic factors. The IC serves as in initial tool to rapidly
determine structural connectivity, that can lead to more targeted assessments related to functional
aspects of connectivity which can be derived through other approaches e.g. process-based modeling.

Figure 19: Classified IC values and field-observed sediment entry points for the Fugnitz catchment.
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IC can be applied to determine sites where sediment input from hillslopes to rivers is higher.
Understanding sediment delivery from hillslopes to rivers is relevant to downstream flood hazard,
river ecosystem dynamics, aggradation and contaminants monitoring.

6.1.6 Application 2: Understanding Sediment Delivery From Hillslopes to Rivers

IC can be applied to determine sites where sediment input from hillslopes to rivers is higher. Un-
derstanding sediment delivery from hillslopes to rivers is relevant to downstream flood hazard, river
ecosystem dynamics, aggradation and contaminant monitoring.

IC was applied in the Carron catchment, Scotland, to be used as a preliminary approach to
determine sediment input locations in a sediment transport simulation of a river network using a
numerical model. IC was calculated using the standalone software SedInConnect [60]. The main
input was a Digital Elevation Model (DEM) with 5-meter resolution. The weight factor was defined
by analysing the DEM roughness. Figure 20 shows the resulted IC in the Carron catchment. Areas
with higher IC have stronger structural connectivity to the river network.

Figure 20: Index of Connectivity (IC) applied to Carron catchment, in Scotland. Higher values of
IC indicate pixels in the landscape with higher structural connectivity to the river network.

This data can be used to understand hydrologic and sediment connectivity in a catchment. In
this case, the analysis of hillslope-river connectivity in the Carron catchment was used as an input
of sediment in rivers and then, simulate sediment transport in the river network using a numerical
model.

6.1.7 Application 3: Characterizing Various Sources and Pathways for Different Types
of Pharmaceutical Compounds Reaching River Water

In this study aiming to characterize the various sources and pathways for different types of phar-
maceutical compounds reaching river water, the IC is used to describe the potential for veterinary
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pharmaceuticals in particular to contaminate river reaches. Because manure from grazing livestock
contained in runoff is thought to be a major route in this case, a spatially-distributed model for
diffuse pollution at a landscape scale, SCIMAP (Sensitive Catchment Integrated Modelling and
Analysis Platform) [118] was used.

SCIMAP outputs represent the relative risk that any location may contribute to contamination
of downstream river segments with diffuse pollutants [170]. The model combines a measure of runoff
generation potential (based on a proxy for the energy available for erosion and transport, as well as
a landcover weighting to account for protection from rainfall and overland flow) with a measure of
transport potential (a hydrological connectivity index) in order to estimate an accumulated risk of
contamination.

One of the objectives of this study is to adjust the latter to the particular problem of model-
ing pharmaceutical contamination, by comparing observed pharmaceutical concentrations with the
SCIMAP risk predicted by using three different hydrological connectivity indices and thereby select-
ing the most appropriate of the three: the Network Index(NI) as described in [117], the IC, and the
upslope disconnected saturated area (UDSA) [99].

6.1.8 Justification of the Interdisciplinary of the Method and Discussion

While most uses of the IC fall broadly under the umbrella of hydrology and geomorphology, the
scope for applications explored so far has been diverse. Topics approached using the IC and indices
derived from it range from the fundamental understanding of landscape formation processes [91],
to the provision of ecosystem services [84, 61], challenges in human impacted ecosystems (including
landslides [159], erosion and soil loss [202, 169] , nutrient enrichment [64] and other water quality
issues) and conservation [83], especially against the backdrop of a changing climate [138, 62].

Depending on the nature of the application, the IC approach may be tailored by representing
the impedance to runoff and sediment fluxes by different parameters [138]. As illustrated in the
applications featured in this chapter, commonly used options for the weighting factor are the C-
factor from RUSLE or surface roughness.

The diversity of applications also reflects the multi-disciplinary approaches associated with the
issue of sediment and hydrological connectivity at different scales. While the scale of particle entrain-
ment lends itself to study by physics and fluid mechanics, agronomy commonly looks at processes
at a field scale and geomorphology at processes at a landscape scale.

At a conceptual level, this approach has the potential to be transferred to even more remotely
related disciplines. By considering that fundamentally the terrain map represents a distribution of
resistance to flows of energy or material, the input raster may conceivably be determined not by
elevation, but for example by a form of cost or dispersal potential in order to suit applications in
other physical sciences, decision making or ecology.

6.2 Probability of Connectivity

In this section we discuss the applications of the Probability of Connectivity Index (PC) to assess the
spatial connectivity and vulnerability of landscapes. This index has wide disciplinary applications
in Landscape Ecology.

6.2.1 Related Background

The PC index was developed to estimate the spatial connectivity of terrestrial habitat networks and
has also been applied in marine and freshwater realms [18, 32, 38, 74].

Definition 6.1 (Landscape Connectivity) Landscape Connectivity is defined the degree to which
topological characteristics of the landscape network affect the ease to which species, sediments and
nutrients move through the landscape [59, 119, 203].
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At a network-level, the PC estimates the probability that a pair of randomly selected dispersers
(e.g. individual organisms) are in nodes reachable from each other [183]. At a node-level, the dPC
is the fraction of the PC index which ranks nodes according to their role as connectivity facilitators
or providers [38]. This dPC uses a node removal approach to identify critical areas, which removal
can cause the fragmentation of the landscape [184]. This framework integrates local characteristics
by including node attributes (e.g. patch area, habitat quality index).

6.2.2 Problem Specification and Quality Functions/Measures

The node-level dPC provides a method for the identification of critical areas, whose removal would
highly influence the fragmentation of the network. The ecological consequences of the removal of
critical nodes would translate into an increased risk of isolation [158]. Fragmentation can decouple
a landscape by increasing the number of (dis)connected components. These components are defined
as sets of nodes connected by links within a given threshold distance [59, 158, 183]. A quality
function that could be applied for critical nodes detection is network traversability (diameter of
largest component after the removal of a node) [37, 212].

6.2.3 Related Work

Several connectivity indices have been proposed in Landscape Ecology for identifying the most
critical landscape elements for maintaining network connectivity (i.e., [107, 156, 183, 212]). In their
approach, [156] also developed the network-level Integral Index of Connectivity (IIC) and node level
dIIC to estimate connectivity and identify critical areas, based on binary connections (unweighted
networks) [183].

6.2.4 Outline of the Method/Algorithm

Here, we describe the methods for estimating the overall landscape connectivity (network-level) using
the PC index, as well as the node importances for maintaining connectivity at a landscape level using
the dPC index. The landscape connectivity (network-level) is calculated using the Probability of
Connectivity Index defined as:

PC =

Pn
i=1

Pn
j=1 aiajp

⇤
ij

A
2
L

(19)

Were n is the total number of nodes in the network, with attributes ai and aj for the origin and
destination node; AL is the total range of the node’s attribute; and p

⇤
ij is the maximum product

probability of all possible paths between node i and j. PC values will range from 0 (when all nodes
in the network are isolated) and 1 (in the case that nodes are connected) [52].

The importance of a node k for the maintenance of connectivity is then given by the dPC:

dPCk = 100(
PC � PCremove

PC
) (20)

This is a measure of node importance relative to the decrease of the PC index (described above)
after the removal of node k [38].

6.2.4.1 Code Availability of the Method/Algorithm The source codes of Conefor version
2.2 are available in the SourceForge project through a GNU GPL license. The PC and other related
indices can also be calculated in the open source software Conefor Sensinode 2.6.
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6.2.5 Application 1: Computing landscape connectivity for Aquatic animals

In this application, we describe the usage of the PC index in Landscape Ecology. In this example, we
assess the landscape connectivity for aquatic animals that disperse following the water flow direction
(community of passive aquatic dispersers), at a network and node level. The dataset includes 484
nodes, located every 100 meters along a river-floodplain network, and 491 links representing the
surface water connections between direct neighbours.

Here connectivity is conceptualized as the degree to which the network topology affects the ease
with which individual animals disperse through the river-floodplain network [59]. Since the likelihood
of dispersal decreases with distance, we include the distance through the river-floodplain network
between pairs of nodes as link weights (cost attribute). To characterize the aquatic habitats, we
included as node attribute the duration of the surface water connections that each node has with
the main river channel (upstream hydrological connectivity [171]).

River-floodplains are an example of real-world networks consisting of more than one connected
component. For these cases, the network-level PC index is relatively low (26.4%). The Figure 21
shows the distribution of node importance rankings of the dPC index.

Figure 21: Normalized node importance rankings of the dPC index in the floodplain section of
Regelsbrunn of the Donau-Auen National Park, Austria. The main channel of the Danube River is
represented by a continuous path on the uppermost part of the network and bellow the floodplain
wetlands. Red and bigger nodes are highly ranked as critical areas, whose removal would highly
influence the fragmentation of the network.

6.2.6 Application 2: Computing Landscape Connectivity for Sediment Transport

In this application, we apply the PC index in geomorphology. In this example, we assess the
landscape connectivity for sediment transport at a network and node level. This river-network
dataset includes 289 nodes, representing 500-meter-long river segments, and 289 links represent the
water flow between nodes network (Same system as in the Application 2 of Mutual Information
Method).

Here, connectivity is conceptualized as the degree to which the network topology affects the
ease with which sediment particles move through the river network [119]. We include the distance
between two nodes as a cost attribute for the link weights and the slope as a node attribute. For this
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case, the network-level PC index is 18.9%. The Figure 22 shows the distribution of node importance
rankings of the dPC index. Nodes with higher dPC are critical for sediment transport in the system.
This type of analysis can support policymakers decide on catchment management. For example,
building dams at the most critical nodes should be avoided because it would have a strong effect on
the sediment transport in the system.

Figure 22: Normalized node importance rankings of the dPC index in a river network based on
the Carron catchment, in the Scottish Highlands.Red and bigger nodes are highly ranked as critical
areas, whose removal would highly influence the fragmentation of the network.

6.2.7 Justification of the Interdisciplinary of the Method and Discussion

Applications of network and node level PC will vary depending on the properties of the system and
disciplinary perspectives. To our knowledge, this method has applications in freshwater (e.g. [18]),
terrestrial (e.g. [59]) and marine ecology (e.g. [74]). The geomorphological application of [119] opens
the possibility for further interdisciplinary applications of the PC.

7 Conclusions

In this report we have presented a number of connectivity methods which exhibit two important
characteristics: First, they address important problems in the structural and functional behavior of
the system under investigation, (modeled through the network modeling). Secondly, they are generic
or common, meaning that they are applicable in many sciences; both the problem definition that
each of the methods address, as well as the processing steps of the algorithms presented, utilize only
network modeling and do not need a particular domain knowledge in order to be applied. However,
their best exploitation and use requires that they are applied together with domain knowledge, so
that suitable parameters are utilized during the methods application and the results obtained are
suitably interpreted.
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